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AGENDA - so25

Servicos RCTS Fibra e Lambda

eEmanuel Massano

. ”y

Servicos RCTS IP e Plus J

*Sérgio Gongalves

LigagOes Externas J

*Sérgio Gongalves

Gigapix e CDN

¢Clayton Costa

. ”y

. ”y

Noc — Network Operations Center

eJoel Ferreira

Share FCCN J

eGongalo Lopes

Automatismos Operacionais J

eEdgar Inacio

RCTS100 — Rede DWDM

eTiago Antunes

. y

RCTS100 - Backbone e Acesso IP J

ePedro Lorga

Inside Job — Part Il J

¢Jodo Silva




Servicos RCTS
Fibra e Lambda

Emanuel Massano
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RCTS Fibra*'*

Santarém

Praga
Corroios
Setubal

Vendas Novas

Casa Branca

‘ , Politécnico
de Viseu

Aveiro

Coimbra
Vermoil
ntroncamento
Setil
Portalegre
Estremoz
Elvas
Badajoz

Pédvoa de Varzim

Porto %)

FCT & Jornadas

Valenga 2022

iana do Castelo

Braga
Lousado

O que é?

Disponibilizacao de um par de fibra
Otica, sem qualquer equipamento ativo
de permeio

Para que serve?

Interligacao de diferentes localizagdes,
garantindo o isolamento total do
trafego
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Fibra

Fibra por ano de aquisicdo (km)

2021 170

2020 580

2019 520 Lisboa orien

2018

185
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RCTS Lambda s 2022

A Viana do Castelo

Barcelos

Vila Real
.\. L]
A Bragang:

Entroncamento

. \
Santarém Guarda

Lisboa
Covilha

Castelo Branco

Portalegre

Setubal

O que é?
Ligacdes ponto a ponto de alto débito,

baixa laténcia e jitter constante.

b Badajoz

Beja

Para que serve?
Destinado a projetos com necessidades
de comunicacao de alto desempenho.




GEANT

LAMBDA

s Fibre

s Spectrum
Connected Regional Network
Leased Capacity
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O que é?

Servico de comunicacao de dados que liga as
entidades de ensino e ciéncia a Internet

RCTS Ilﬁ entida

36 2

Entidades utilizadoras Upgrades de ligacoes Novos servicos ativados
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RCTS IP

Trafigo IP - Distribuicao

57%
60%

50%
40% 34%
30%
20%

10%
3%

oy iy Ly  diy
Ensino Superior Rede Escolar  Laboratériodo  Organizacdo  Ensino Superior  Laboratério Outras
Publico Estado Interna Privado Associado

0%



@/ FCCN" FCT:Hi: Jornadas
2022

RCTS Plus

O que é?

Assegura a criacao de VPNs ethernet para
troca de elevados fluxos de informacao.

RCTS Plus

40 >

Instancias do servico Novas ativacoes
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Disponibilidade

Disponibilidade dos servicos RCTS IP e PLUS

100,000% 99,975%
99,950%
99,900%

99,850%

99,800%
RCTS IP RCTS PLUS
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Servicos

RCTS Ilﬁ

556 Gbps

RCTS Plu?

222 Gbps

Capacidade

Capacidade l
Aumento de Capacidade em 2021
em 2021

)
222 Gbps

Sem aumento de
Capacidade até abril de
2022

)
657 Gbps

g

Aumento de Capacidade
até abril 2022
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LigacOes Externas

Circuito Internacional
Porto

GEANT:)_

1006 1006 GigaPIX
Lisboa
10G
100G R c T S 100G
/106
106G 108

GigaPIX

RS TIC

Rede Operacional
de Servigos Partilhados TIC
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LigacOes Externas — Disponibilidade 2021

v 100
J /I OO% REDIRIS

J 100« GIGAPIX

J 1009 RSPTIC




LigacOes Externas - Servicos

Express Route

Semelhante ao RCTS Plus

EU com ligacao dedicada a Azure
Qualidade de servico melhorada
Maior capacidade e seguranca

GEANTCloudServices

COMMECTING RESEARCH AND EDUCATION TO THE CLOUD

° e Fundagio gy L
Politécnico F c c F C I para a Ciéncia i i
de Viseu ° e a Tecnologia 5 \
ccnologia para © Conhecimento =y L%
k- 3 ¥
2022 @=L
e
B

GEANT Network

SEO SE02

Badajoz SEO
1

3y 53

Ef‘""ﬁm
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LigacOes Externas - Servicos

L3 WPN EU

MD-VPN N o s x"\
e Multi-Domain Virtual Private Network (MD- - .”“E”
VPN) il
* Permite colaboragao de cientistas na Europa
numa rede privada comum
e Liga clusters, grids, cloud e centros HPC (High-
Performance Computing) Ligagdo MDVPN e I

* Permite entrega rapida de VPNs até aos

utilizadores finais para projetos de ﬁ
SWETHX2 m m SWETHX

investigacao
; \"E iszHv Q o —




ecnologia para o Conecimento

LigacOes Externas - Servicos

MD-VPN

PRACE —

Infraestrutura de Supercomputacao Europeia

rd 3
v
Y
P
!
I

Ligacao PRACE

+

Q’!‘

GTx

- - g
. SWETHMxx

EOM
—_—
SEOR

SWETHT

SWETHR

PRACE
VPN

.-——)(-'.

pey SweTeL ‘ximwz
EUz

PRACE VPN

Jornadas

2022 . : ’f;




GigaPIX e CDNSs

Politécnico
de Viseu

° f Funda;ig .
FCCN FCT Jornadas
Platina
-\»g &RD\HDSTRIKE arv bO -3 S=CURNET 3 LOGICALIS 2 Clarivate” Westcon £
reallife E any o ‘
= SPARKLE B¥ Microsoft aws m% O svscrum PAESSLER EBSCO
alaln o & * o -
o il Yelco Fe:RTINET 77 paloalto il I= Extreme
Ouro
Onvensnns alfice  Dumeom Shrtec il Bomwme Gee
‘\ itcenter WILEY Deloitte. SPRINGERNATURE &@ HUAWEI @SAS%E
Prata
(:,_ A | Al Digital 10P Publishing
Apoios

¥ VisEu

Organizagao

@/ i FCCN™

Politécnico
CiSeD @/

FCT =5



2022

GIGAPIX

Servicos de

Desde 1995 a melhorar a internet em O
PO rtuga I Op(;rsgsres

Redes
Ministérios Residencial

Membro fundador do EurolX

Ponto de Troca de Trafego portugués
 Neutro e sem fins lucrativos

e Objetivo de melhorar a qualidade da
interligacao das redes IP em Portugal

Operadores
Rede
Moével

Troca de trafego entre varias organizacoes

Servigos Empresas
. Housing e Locais
Realizada com recurso ao protocolo BGP

Rede

Ensino e
Ciéncia
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GIGAPIX - Historia

1995 2001 2003 2004 2008 2011

2014 2017 2018 20200 2021

GIGAPIX

Primeiras portas 1 Gbps e Itconic

Mudanga de nome para LISBOA PORTO Route Servers

refletir nova tecnologia.
Torna-se num dos
primeiros membros do
EurolX

Prestagdo de servigo na
nova sala de
equipamentos do LNEC.

Prestacdo de servigo
agora também na cidade
do Porto.

Presenga numa nova sala
técnica. Site do GigaPIX.

(Atualmente EQUINIX LS1)

Redundantes
Efetuado o deploy de
Route Servers
redundantes.

Portas 100G Membros a 100G

Portas a 100G Primeiras ligagdes de
disponibilizadas. membros a 100G.

PIX GRID
10 Gbps \
Criado o Portuguese IPV6 P Expans3o do GigaPIX a
Internet Exchange com 4 Adocao do protocolo IPvé. sala GRID, no LNEC para
membros iniciais. fornecer redundancia.

Primeiras portas da 10
Ghps.




GIGAPIX — Futuro

Sala Lisboa 1

1A
=3

100G

2022 &

Sala Lisboa 2

2A

[<2]

=
<

100G

Sala Lishoa 3

=~

Sala Porto 1 Sala Porto 2
1A 24

100G 3 100G <3

100G

«> Melhorias para o Porto

Anel a 100G Lishoa em2022
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GIGAPIX EM NUMEROS -

€ POR PORTA
Preco de ligacOes

e 3 xLisboa até 4x10G

e 1 xPorto

1 Trafego RCTS
MEMBROS 3 De todo trafego RCTS € via
Incluindo ISPs de varios GigaPix
continentes, CDNs e servigos
de cloud Trafego IP - Distribuigéo

IXP
== CDN
Gb/s de Trafego GEANT
Média dos valores didrios mais == Peer
altos até o momento em 2022 Peer VoIP

Transito
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Content Delivery Network (CDN) 02 &

Trafego RCTS

% De todo trafego RCTS
é via CDN

Reducao de custos
Trafego IP - Distribuigao
IXP
CDN
GEANT

Maior velocidade

Peer

Garantia na entrega de
conteldo

Peer VolP

Transito
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Equipa NOC FCCN

Emanuel Massano André Alves Guilherme Xavier Joao Conceicao Joel Ferreira
Gestor de Equipa

Supervisao Noturna



Varios

netop.fcen.pt

9

MAESTRO21

8

PORTAL31

. &

BUTES

$C

CHAVEIRO

MAE

STRO

"'Ga

MAESTRO31

PORTAL

A oc

MAESTRO61

8

PORTALG1

. &

CLORIS

$C

NETNS

. &

PORTAL62

PATO

TRANSPORT-AUX

CONFIG31 ORION

® O

POCOYO SUPERVISAO24

$° §°

ALIEN1 ALIEN2

@/
Sistema Monitorizacao do NOC

Politécnico

Network Support System

Incidentes Registados

Host Problems

Sh24m

6h30m

07-02-2022

13-11-2021

09-02-2021

01-01-1970

01-01-1970

1707

gtani-prt-backup

gtani-prt

es-apil

gtipcb-backup

confluence

gtani-Ix-backup

gtani-Ix

FCCN

Pendente - FCCN
m Pendente - Entidade Utilizadora

Pendente - Fornecedor

Incidentes em Tratamento

434

7

v

Service Problems

UNKNOWN
NOW

UNKNOWN

NOW

4h20m

5h25m

6h10m

1-7 of 56

Fundagio
para a Ciéncia
¢ aTecnologia

1

mysqld_2 em sirens.fcen.pt
nagiosd em sirens.fcen.pt

ifstatus em sweth320.fcen.pt
ping4 em gtani-pri-backup.fcen.pt
ping4 em gtani-Ix.fccn.pt

ping4 em gtani-Ix-backup.fccn.pt

bgp - ANI-PRT 1 em gt41.fcen.pt

Jornadas

Pendente - FCCN
m Pendente - Entidade Utilizadora
Pendente - Fornecedor
8 Registado

Pedidos de Servico em Tratamento

3098 @ 40 14

Business Processes

Sex, Mai 27, 2022

17:53

Pedidos de Servigo em Triagem

47 @ 3 49

SERVIP-ANI-PORTO em RCTS-IP v
6h30m

SERVIP-ANI-LISBOA em RCTS-IP Ve
1d7h

SERVIP-IPCB em RCTS-IP v

02-052022

PIX-ANGOLACABLES em IXP- v
4d1h GIGAPIX

PIX-HUAWEI em IXP-GIGAPIX v
4din

PIX-ICANN em IXP-GIGAPIX v
4din

PIX-INTERFIBER-UK em IXP- v
4d1n GIGAPIX
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Sistema Monitorizacao do NOC

-+ | % | &% || 4 FastMode~

Job ~ | Complete

251,833 events (01/05/2022 00:00:00.000 to 26/05/2022 14:28:54.000 )

1 day per column

Events (251,833) Statistics Visualization

Format Timeline = ©ZoomQut  © Zoom to Selection o0
180,000 180,000
140,000 140,000
100,000 100,000

60,000 60,000

I I
Mon May 9 Fri May 13 Tue May 17 Sat May 21 Wed May 25

Sun May 1 Thu May 5
2022

Jornadas




2022

Futuro!?

e Desenvolver dashboards atuais

* Implementar novos dashboards

* Implementar novo sistema de Service Desk  €aSYVISTA
* Desenvolvimento/formacao constante da equipa

* Manter servico de exceléncia



SHARE FCCN

Goncalo Lopes

https://share.fccn.pt/sites/rcts-geral
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Unidade de Computagao Cientifica Nacional

https://www.fccn.pt

® s Fundagio
Politécnico para a Ciéncia
de Viseu ¢ e a Tecnologia

FCCN" +

ecnclogia para o Canhecimenta

Apresentacdo Dados em Tempo Real Relatérios Mensais

Nesta area privada é possivel aceder a informacéo relativa ao servico RCTS IP, nomeadamente ao arquivo dos relatdrios

mensais e a graficos de utilizag&o do servigo, em tempo real.

Para informacgéo sobre outros servigos, aceda as dreas abaixo:

RCTS Certificados

RCTS
i VolP

REDE CoEMCHA, TECHOLOGH E SOCIEDADE

Quaisquer questdes ou comentdarios deverdo ser enderecadas a noc@fcen.pt.

Jornadas
2022
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- |

aa‘ GRUPOS @ Goncalo Lopes ~ Ajuda | Logout

REDE CIENCIA, TECNOLOGIA E SOCIEDADE

Os Meus Grupos Grupos Institucionais

ORDENADO POR: NOME ~  MOSTRAR: TODOS - Procurar todos os grupos piblicos... (O ADICIONAR +

NOME DO GRUPO DESCRIQZ\O O MEU PERFIL MEMBROS

@> share-rcts-ipv Acesso a area de informagdes €@ @ Supervisor 4 oee
&> share-rcts-ipve Acesso 3 area de informagdes €@ @ Supervisor 3 as
@> share-rcts-iscte Acesso a area de informagdes €@ @ Supervisor 0 oee
@» share-rcts-isec-lisboa Acesso & area de informacées €@ @ supervisor 2 mee
@ share-rcts-ispa Acesso a drea de informacdes €@ @ Supervisor 0 uas
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Tecnolagia para o Conhecimento

FCCN™

Teenologia para o Canhecimenta

Apresentacdo Dados em Tempo Real Relatérios Mensais

Dados em Tempo Real

SERVIP-FCCN SERVIP-FCCN

Grafico Semanal
Gréafico Anual

Gra,ﬁco Semanal SERVIP-FCCN-PORTO

Gréfico Semanal

Gréafico Anual
1Gb/s

500 Mb/s
0b/s
-500 Mb/s |

-1 Gb/s

-1.5Gb/s

05/25 05/26 05/27 05/28 05/29 05/30 05/31

min max avg current
== Trafego IP Out 115.57 Mb/s  871.00 Mb/s  316.47 Mb/s  270.34 Mb/s

Jornadas
2022
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Armazenamento

II Recolha Processamento

A
|
1
|

1

|

Monitorizacao
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Sherlock

Relatdrio de problemas
encontrados

Revisao das descricoes
das interfaces

1’3 S8
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aSherlock A INiclO ) INTERFACES

[ C GERAR RELATORIO Q, Procurar

Equipamento Descrigao Problemas

router- [Te0/0/0/0] #SERVIP-TESTE#

A Atag "PRIM" ndo é valida. Tem de ser "PRI" ou "SEC".
exemplo.fccn.pt [PRIM]

router-

Te0/0/0/0.123 $CIRC-TESTE# Encontrada(s) 0 tag(s), esperada(s) 1 ou 2 tag(s).
exemplo.fcen.pt LS ] A (s) 0 tag(s), esp (s) g(s)

router- Encontrado(s) 17 caracter(es) de indentagao, esperados
[Bundle-e10] $EXEMPLO#
exemplo.fccn.pt 20 caracteres.
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Gofetch

Recolha via SNMP Todo o tipo de métricas Execucdes minuto a
minuto
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GOFETCH

== ROUTER- EXEMPLO FCCN.PT = SWITCH-EXEMPLO.FCCN.PT
— Version —Name )
X GENERAL ‘ 127902 ‘ ‘ 2 - | £ GENERAL ‘ switch-exemplo.feen.pt ‘
| () SNMP (t) SNMP
Port ) — Transport ) ( )
= FEATURES ‘ 161 ‘ ‘ udp v ‘ =, FEATURES ‘ Cisco |10S v ‘
— Retries — Timeout )
‘ 3 ‘ ‘ 2 ‘ Exponential
| J L Timeout




ecnologia para o Conecimento
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InfluxDB

ﬂ Base de dados de séries
temporais
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Lavolsier

& 1. Iad

Processamento dos Mapeamento com Meédias de 5 minutos
dados em bruto servicos da CMDB
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js,{.Lavoisier

Processamento de dados de trafego

Categoria

RCTS IP

Servigo

Todos

©

Tempo —@

PROCESSAR
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Grafana
o Incorporacao de graficos
]}g[ Criacao de dashboards |I|| p ras g
em paginas web
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100 Gb/s

80 Gb/s

60 Gb/s

40 Gb/s

20 Gb/s

-40 Gb/s
05/24 00:00 05/2412:00 05/2500:00 05/2512:00 05/26 00:00 05/2612:00 05/27 00:00

== Trafego IP Out

== Trafego IPv4 Out

== Trafego IPv6 Out
Trafego IP In
Trafego IPv4 In

Trafego IPv6 In

Fundagio

Politécnico F ' I para a Ciéncia
de Viseu e a Tecnologia

i B {c} (® Last 7 days

05/27 12:00 05/28 00:00 05/28 12:00 05/29 00:00

2.18 Gb/s
2.11 Gb/s
37.87 Mb/s
1.92 Gb/s
1.85Gb/s
30.33 Mb/s

05/29 12:00

80.39 Gb/s
76.40 Gb/s
4.03 Gb/s
18.63 Gb/s
17.46 Gb/s
4.68 Gb/s

Jornadas
2022

v Q

05/30 00:00 05/30 12:00

23.81 Gb/s 70.39 Gb/s
22.70 Gb/s 66.84 Gb/s
1.05 Gb/s 3.53 Gb/s
7.43 Gb/s 17.25 Gb/s
7.07 Gb/s 16.48 Gb/s
366.10 Mb/s 767.81 Mb/s
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RCTS
DWDM

Tecnologia

Nova Transmissio Otica

* Solucao DWDM com suporte
de 96 canais de 100/200Gbps

* Possibilidade de canais de
600Gbps ou mais no futuro

@/ FCCN" FCT:Hi: Jornadas
2022

50 Nos

35 OADM
15 ILA

6,8 Tbps

68 SERVICOS DE 100 GBPS
CAPACIDADE INSTALADA DIA 1

1830 PSS16 ;':- ===
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Alcalva

. o i Coycla 0o m
. . i [ Nicolay Cabrela Eyee
Curiosidades am e T —
el s Moinhola ’\EG)ES:EIESLBPSE ?
tEsETURAL T ssemsnnto e =5 '
. ~ . Y d ° . ~n . nicipality - Gato feaee AL
Ligagcdo entre dois nés com maior distancia: - . V
7 7
e |PSetubal — UEvora
] N .
e Distancia 123km
~
* Atenuacao 32dB
N .
* Laténcia 1.28ms RTD/640us OWD
* Jitter <=10ns
Enhanced RFC 2544: Wsults
Frame Length Ammcyk TD (us) \| Measured L1 Rate | Measured L1 (% r-- - - -
(Bytes) / bps) Line Rate) Enhanced RFC 2544: Jitter Test Results
e —
66 / 1280.72 1*000_0 100.000 Frame Length )I{Avg.litfer (b easured L1 Rate | Measured L1 (% Measured Rate Pause Detect
(Bytes) / (KQJE) Line Rate) (frms/sec)
82 I 1280.72 mc\uo.o 100.000
66 / 0.00 1000\&0 100.000 145,348,838 No
146 1280.72 100*}0.0 100.000
82 / 0.00 1000003( 100.000 122,549,021 No
274 1280.72 1000§0.0 100.000
146 0.00 100000.0 100.000 75,301,206 No
508 1280.72 10000.0 100.000
274 0.00 100000.0 100.000 42,517,007 No
786 1280.72 100000 100.000
508 0.00 100000.0 100.000 23,674,243 No
1020 1280.72 100100.0 100.000
786 0.01 100000.0 100.000 15,508,685 No
1496 \ 1280.72 mfmo.o 100.000
1020 \ 0.01 100000# 100.000 12,019,231 No
1518 \ 1280.72 1$0000.0 100.000
1496 \ 0.01 10000?[0 100.000 8,245,383 No
9618 \\1280.72 V100000.0 100.000
/ 1518 \ 0.01 1009000 100.000 8,127,439 No
\/ 9618 \Q.o\l L+60000.0 100.000 1,296,950 No




RCTS
DWDM

Curiosidades

Servico com mais saltos:

e Lisboa (SEO3) — Porto (SE02)

* 9secdes OTS
 2I1LAs e 6 ROADMs

e Distancia total cerca de 370km
* Laténcia 3.66ms RTT/1.83ms OWD

e Jitter <=50ns

Mas nao sera o maior:

e Lisboa (SE06) — Porto (SEO4) pelo interior:
e Lisboa — Portalegre — Guarda - Viseu

o feey
Qs FCCN
de Viseu - ”

Frame Loss - FLR, Lost Frames

Frame Loss - FLR, Frame Loss Ratio

Rouwrd Trip Delay - FD (us), Average

Round Trip Delay - FD (us), Current

eund Trip Delay - FD (us), Maximum

Packet litter=TDV (us), Average

Packet Jitter - FDV (us), Max Average

Packet Jitter - FDV (us), Peak

Pacieet litter - FDV (us), Instantaneous

Fundagio
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Pass 5
0 EF ; = Lan
SED?‘— .MAQCD—C;&‘\M-; ESES
3,658:374
PiE-TY
3,658.350 n =
i Chi
£ VER-VOUGA
3,658.410 =5 IBY
Lo.000
0.010 N B
Figueira [EXE —tra
0.050 daFoz BT | .
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0.000
1
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E 2l [ A13 |
45 Tl ;
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RCTS100
Backbone IP

+10

ROUTERS CORE/DISTRIBUICAO
E INTERNACIONAIS

+2

ROUTERS VIRTUALIZADOS

Tecnolagia para o Conhecimento

-
i

D OOe @e
B8 E 0§ * i T * 3

+ 100

EQUIPAMENTO DE ACESSO

(CPE) —

Jornadas
2022
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Ativacao de CPEs a 100G

Fontes redundantes
Ventoinhas hot swappable
Funcionalidades avancadas (MPLS, routing, virtual stack)

EUs com interfaces a 100G
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Backbone RCTS
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Outros trabalhos
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RCTS — eliminacao equipamento antigo




2022 §

RCTS — Atualizacao CPE

Substituicao por novos CPEs
« Fontes redundantes
Mais funcionalidades

[ ]
« Disponibilizacao de stack sempre que possivel
oy oy o oy e iy oy et iy ol p
FARFALAFAR CAFAGAALATR a
.

3
iii
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RCTS — Modelo de Interligagao . 2022 &g

Rede Interna

9

DMZ Cientifica



Qs FCCN™ FCT = Jornadas

RCTS entrega dos servicos 100G / 10G o

100G -2,
. Entrega em MPO multimodo — 100G-SR4 = 7,,/
o Fibras multicore OM3/4/5 >

10G
o Entrega em LC monomodo — 10G-LR
o Entrega em LC multimodo — 10G-SR (onde houver equipamento de transmissao)
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Uni . PE " ‘ seering Rer
niversity m : & m
C—el—=4js

Filtragem por IP Destino na RCTS
Novo — Filtragem por IP Origem fora da RCTS
Complemento ao FoD do Géant

para a Ciéncia
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RCTS — Supercomputacao

Ligar Supercomputadores
« Interligacdo dos varios centros de supercomputacao
« Ligacao arede Géant

« Modelo de conetividade
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RCTS

Pontos de Presenca

105

(PoPs)

Interfaces 100G L3

180

Interfaces 100G L2

308

Interfaces 10G L3

N C XN C \ ()

400

Fornecedores

( 2 em 2 locais

Transito IP

Peerings em IXPs (

+ 50

Network Operations (

24X7

)
)
)
)
)
)
)

Centre (NOC)

. , Politécnico
de Viseu

Tecnolagia pare o Conhecimento

GEANT
RediRIS

GigaPIX

Internet
GLOBAL

GEANT

RediRIS

GigaPIX
rSPtic

Ponta
Delgada

Funchal

FCCN™

Viana do
Castelo

Fundagio
para a Ciéncia
¢ aTecnologia

Valenca

Aveiro

LeiriaE

Jornadas

Barcelos

Coimbra

Santarém

Evora y

Setubal

Sines

—) Beja

Faro

2022

Braganca

Guarda

Covilha

Castelo
Branco

Portalegre

—

Badajoz

Legenda:

== N x 100Gbps
— N x 1Gbps to 10Gbps
== Ligagdes externas
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RCTS 2022 - melhoramentos

Routing

« 5 Routers Full Routing

o Melhor caminho até ao destino garantido
o Descentralizacao da rede

« Otimizacao dos recursos de rede existentes




2022 &

RCTS 2022 - melhoramentos

Switching

« Agregar de Cores em Lisboa e Porto

o Evoluir arquitetura antiga para a nova

« Robustecer os servicosde L2 e L3

« Novos servicos

30X

30Y 60X

327

62Y

60Z
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RCTS 2022 - Desafios

Recursos Humanos
« Dificuldade em encontrar perfis adequados
« Muita procura por pessoas qualificadas

« Eng.de Redes em vias de Extin¢cao?
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de Viseu

RCTS 2022 - Desafios

Técnicos

« Tecnologias cada vez mais complexas
« Troubleshooting

« Erros com elevado impacto

« Modelos de licenciamento vs o que precisamos

o Monitorizar novos servicos

2022 &0
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The Art of Route
Reflection

FCCN™
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FGCN adas
THE ART OF ROUTE REFLECTION

Is full mesh iBGP scalable? 12000

10000 -

* If nisthe number of routers;

e Sessions per BGP speaker=n-1 6000
* Total iBGP sessions =n * (n-1) /2 4000

* 20 routers = 19 sessions per router and 190
sessions total!

200

Benefits of Route Reflection

* Reduced number of iBGP sessions
 Reduced operational cost

* Reduced RIB-in size

 Reduced number of BGP updates

* Incrementally deployable
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Caveats of Route Reflection

* Robustness

* Prolonged routing convergence
e Data forwarding loop

* Reduced path diversity

* Sub-optimal routes

Physical link (IGP)
-« -p> iBGP (refletor to client

~ —P  Optimal path

Choosen path sub-optimal
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RCTS RR’S DESIGN: HIERARCHICAL OR NOT!

@/ FCON'  FCTE:  Jornadas o

A hierarchical RR design employs a set of redundant RR’s in each Tier/POP to add scalability

While it solves one problem, it can create other. A Flat RR design has the following advantages:
Convergence improvements by eliminating chain of RRs Decouple RIB/FIB, FIB programming on in-path RR can cause issues

Reduce number of policy control points Simplify network forwarding path routers by removing RR function

/,,’ v

A
Access

.
-
"4 A

Access Access Access

Hierarchical RR’s Flat RR’s

Our network doesn’t have the size to justify a Hierarchical RR Design, nor is such design always the best option, instead we will proceed

with a Flat design, protecting the future scalability by splitting the RR’s by functions if desired.
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RCTS RR’S DESIGN: PER FUNCTION/SERVICE RR’S OR NOT!

Separating RR’s for each service addresses the following concerns:

° Scalab|||ty Internet/Servip RR IRR1 IRR2 IRR3
) B WVPMN- WVPM- VM-
Convergence LSUPN< BR o o a
* Security
Ethernet (EVPN) RR ERR1 ERR2 ERR3
* Resiliency
Serverl Server 2 Server 3

Transport RR’s (T-RR): The PCE’s, where the client routers will get a custom policy. The clients are the ABR’s and the
ones that feed the access topology to the T-RR trough the link state address-family.

Service RR’s (S-RR): S-RR is used to reflect the routes of a certain type of service. S-RR clients are all the routers in the
network, independent of the domain.

Nevertheless, normally, simpler and less complex solutions are always better!!
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RCTS RR’S DESIGN: SAME CLUSTER OR NOT!

But when are cluster’s useful -> Hierarchical RR’s designs

RA1 RA2 RA3

Key concept: If a RR receives a prefix which has the same cluster ID, it drops the update, because by design the RR already
knows the prefix since a client router should be connected to both RR’s in the same cluster.
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RCTS RR’S DESIGN: SAME CLUSTER OR NOT!

In a flat design the connection between the RR’s is not needed since each RR connects
to all the client routers.

RA1 RA2 RA3

Initial question: to be cluster or not to be!

In this design it’s indifferent but to safeguard the future we are
projecting each RR with a different cluster ID.
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RCTS RR’S DESIGN: VIRTUALIZED RR’S (VRR) OR NOT!

Virtualized out of path route reflectors is the growing trend in route reflection.
Virtualized Route Reflectors (VRR) on x86 hardware has the following benefits:

* Route reflection is a software control-plane function
e Stable, starting to see more widespread deployment

* Scale, speed, automation. XRv-9000 vRR has a RIB capacity of 70M prefixes, eliminating
the hardware limitations and addressing control plane memory requirements

Flexible deployment options, IE: RR per service
e Feature velocity, innovating through software

* Save on infrastructure space

Leverage the commodity hardware
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RCTS RR’S DESIGN: VIRTUALIZED
RR’S (VRR) OR NOT!

The kit:
* Cisco UCS C220 M5SX 1U servers

Centrino
‘ l | e 2x 10 core 2.20GHz Xeon 4210 64 bit CPU’s

* 64GB DRAM && 2x 320GB SSD’s in RAID 1

e 4-port 1Gbps Ethernet card && 2-port 10Gbps
% % % SFP+ card
RR1 RR2 RR3  VMware ESXi 6.7.0 && Cisco I0S-XRv 9000
software

Praxisl Praxis2 Praxis3
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DESIGN AND TECHNOLOGIES SUMMARY: Q&A

How many? 3

In which locations? Lisbon, Porto and Castelo Branco

Hierarchical or flat design? Flat

Out of path or in-line? Out of Path
 Same or different cluster’s? Different, each RR has its own cluster ID.
* Virtualized hardware? Yes

* Per function separation? No, but with the ability to evolve.
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DESIGN AND TECHNOLOGIES SUMMARY: Q&A

e How to avoid the identified caveats in route reflection?

iv.

Robustness: By implementing 3 RR’s instead of a normal set of just 2

Prolonged routing convergence: RR placement near/on the primary RCTS sites and implementing
BGP multipath (ADD-PATH), effectively adding a backup ready path for each prefix, improving the
convergence time immensely at the cost of memory.

Data forwarding loop: Validated network design
Reduced path diversity: By sending more than 1/the best path (BGP Multipath/ADD PATH)

Sub-optimal routing: This can be accomplished by Optimal Route Reflection (ORR) or BGP multipath
(ADD-PATH). By sending all the routes to a client, he can make his own decision of what path is the
best based on his location. Because ADD-PATH deals with reduced path diversity, guarantees not only
optimal routing but also improves convergence times, ADD-PATH was chosen.
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Tecnologia pra o Conhecimento

STATIC SERVIP REDESIGNED

Jornadas
2022

Virtual RootBridge

0102.0000.0015

Al

PE1 _-” ~

* EVPN MH SA/SFA based service: Anycast Gateway

~ PE2

EVI 15
* Migration transparent to the Institution S
* L3 Redundancy with static routing
* Can accommodate redundant EU equipment's
* Sub-second convergence timers
* Single interconnect network (/30 | /64) sw1 SW2
Institution
FW

So... is BGP still the way to go?

SW3
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SERVICE DISASTER RECOVERY

« Mac Mobility m @
e No Firewall Site 2

* L3 Redundanc
/ -)m(- -)m(-
* Fast Convergence * *
PE3 PE4
PE2
* GW Address is always the same and is distributed & Redundant m
> (&=

* If VM Down in site 1, VM in site 2 Up with same ip address and GW

* Routers 3 and 4 announce VM mac with a higher sequence number
EU1

* No NAT needed Site 1

* No DNS changed needed %

* Service host/VM needs to also provide filtering (Iptables)

100
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Over and out
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