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XSIAM: We are changing the Focus

‘Automation

Analytics
Al/ML

Detection,
Investigation,
Response

Analytics
Al/ML

Detection,
Investigation, Response

Manual repetitive Work
Automation

Automation
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SOC Challenge: Scalable and Adaptive to new Business Demands as part of the Digital
Transformation Journey

M&A

Regulations

Container
Fabrics
Exploding Workload DevOps &
Multi Cloud SCADA /OT Pipeline
environment environments Integration

Current SOC headcount
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Cortex XSIAM

A modern SOC Platform adaptive and l
agile to new Business Demandes.
Transform the SOC by re-thinking the

SIEM.

© 2022 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.



MACHINE LEARNING 101

Artificial Narrow Intelligence (ANI): Weak Al, Al that specializes in

one area - like Al that can beat the world chess champion in chess,
but that's the only thing it does.

J

Artificial General Intelligence (AGI): Strong Al, refers to a computer
that is as smart as a human across the board—a machine that can
perform any intellectual task that a human being can.

Artificial Superintelligence (ASI): “an intellect that is much smarter
than the best human brains in practically every field, including
scientific creativity, general wisdom and social skills.”




MACHINE LEARNING 101

Supervised Active Learning

Reinforcement

Unsupervised Learning

Semi-supervised
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XSIAM: Automation through the entire Process

Massive amounts of data Machines automate detection, investigation, and Empowered analysts
improve detection efficacy response and make recommendations become more proactive

Stitched
Data

@@ Analytics (Al/ML)

{0} Automation
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Cortex, A comprehensive SOC Platform and Easy Journey to XSIAM
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Automation in the Incident View to auto-resolve Alerts

n _XSIAM Incidents Overview v Datais up todate Time Range: =~ Select -
Total Incidents : Resolved Automatically : Average Alerts Per Incident : Average Sources Per Incident
Q)
8 ; = I, =
)
Total Incident Resolved Automatically By
= il L XSIAM 16.34 Alerts / Incident 3.951 Sources / Incident

Incident Resolution Breakdown : MTTR By XSIAM vs. Analyst : Assigned Users

Automatically by XSIAM as FP (13.41%)

* Automatically by XSIAM as TP (62.20%)
Manually by Analyst as FP (4.88%)
Manually by Analyst as Known Issue (2.44%) ]

Manually by Analyst as Security Testing (3.66%)

* Manually by Analyst as TP (13.41%)

@ MTTR (Minutes)

0
o]
i Incidents Over Time New Incidents M Resolved Incidents
I
1000
®
JD

500



Automation recommendations to create contextualization

0] - )
@) Incidents roun 2,703 out of 20,160 results Rl Q @

[ Status = New, Under Investigation Last Updated = Last 30D (Feb 18th 2023 10:30:27 - Mar 20th 2023 10:30:27) ] IR @ E Revert

(®)
l * C v 100 Acd in lent Assigned Cohen Cohen (ocohen@palo... X o

.-| ' re Wi - g q i =14 oyt > > =] =] ire rre T ot e D, 4 T i i ~ers
Y @ Malware Activity - 1352157461 along with 25 other alerts generated by XDR Agent, XDR BIOC, XDR Analytics BIOC, Correlation and XDR 10C detected on host ocohen-laptop involving 3 users T @) Ul

a 26 Alerts Sources: @ A ME A w1 23 23 Open for 2 months
[ = Overview ® Key Assets & Artifacts Alerts & Insights Timeline Incident War Room Executions = g
7 Incident by MITRE ' ATT&CK" 10 Tactics and 20 Techniques Include Incident Insights
2 0 0 1 3 2 0 1 1 0
Reconnaissance Resource Development Initial Access Privilege Escalation Discovery Lateral Movement Collection Command and Control Exfiltration Impact
v
Created on Assigned on Last alert added on e
Open full timeline >
Jan 18th 2023 23:08:14 Jan 18th 2023 23:10:52 Jan 18th 2023 23:12:08
ALERTS Seeall > AUTOMATION ALERT SOURCES (9) Seeall > ASSETS (4) Seeall >
> Playbooks complete SOURCES (5)
L ocohen-laptop @)
: ! 6 > @ XDR Agent il
Total Alerts Y 2 Playbooks waiting for analyst > @ Correlation 6 L ocohen-laptop\ocohen
() Medium 16 > /A XDRBIOC 4 a
4 ocohen
v 3 Playbooks Recommendation
> /A XDRIOC 3
o High 9 . 27599 - Binary file being created to disk with a double extensi... N i
i H 27609 - Script Engine Activity - 249239948 DATA SOURCES (4) )
I H 27605 - Credential Gathering Protection - 3380811775
Critical 1 PANW/XDR Agent 20)
Fortinet/Fortigate 3
JD
CyberArk/Identity 2

5 Mirroncnft/Micracnft Windnwe 1



Bring in Automation where it Matters: Combing Incidents with
Playbooks to auto-resolve Alerts

XDR Data Stitching

and Causality Chain

L pEMO-coRP\gandalf
©%

ﬁz @:

b

nel.exe

powershell.exe = kernal.exe

WinRAR.exe

cmd.exe

AN

FTP large Data
\—Q_ Upload
L.l Good or Bad
curl.exe P2
[ |

AN

@

WMIC.exe

b

visadmin.exe

Playbooks to

automatically answer the
Question Marks

AUTOMATION

v 1 Playbook with error

[Y) 6667 - Fortigate - Machine Scanning The Network

View in Alerts & Insights tab

v 7 Playbooks Recommendations

6662 - Command and Scripting Interpreter process connected...
6627 - Powershell Activity - 2554035073

6626 - Powershell Activity - 2554035073

6634 - WildFire Malware

6640 - WildFire Malware

6632 - Process Creation - 704650701

6629 - WildFire Malware

View in Alerts & Insights tab

> 1 Playbook completed

O CORTEX



Palo Alto Networks SOC: Eating our own dog food

« Prevented SolarWinds attack

High-risk
alerts
............. : i
' | 23TB/ Day
; of Data
Cortex XPANSE : Cortex XDR Cortex XSOAR SOC Analysts
outside-in attack surface ; : orchestration tool to free to focus on
management i i respond to alerts remaining few high-
; : risk incidents
248K Public Assets ! « Deployed across 100% of our endpoints ~90% Automation
|
(Internet Attack surface ! « Ingesting all network security data (47 Playbooks,
exposures discovered : L. . run 350 times per day)
and remediated) : » Ingesting identity & cloud data
i
i
|

Comprehensive security

norw| | VM- p
<‘ » {”FW {S 0 & Cortex XDR ‘ ‘
Prisma Access NGFWs, VMs, and Security Services Prisma SaaS Prisma Cloud Data Security

10K Employees 50K Endpoints 4.3 Million Cloud Assets




Palo Alto Networks SOC: Industry-leading 1 min response time

DAY IN THE LIFE OF THE PALO ALTO NETWORKS SOC

Events 16.6 B Events
Alerts/ 467 Alerts Mean Time to Detect
Incidents

67 Incidents

Automated/ 58 Automated
Manual Analysis 9 Manual
Major Incidents - o

Mean Time to Respond
(High priority alerts)



XSIAM enables SOC teams to cope with the increasing amount of threats and improve their
ability to respond in time

Volume of Alerts Number of Analysts Mean Time To Respond
> > p>
< < <
n n n
X X X

Impact of XSIAM adoption

Automate to cope with the Enable analysts to move Orchestrate for faster
growing volume of Alerts away from low value tasks decisions & remediation
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