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Sacrificing the Queen
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Time is our Worst Enemy
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XSIAM: We are changing the Focus
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SOC Challenge: Scalable and Adaptive to new Business Demands as part of the Digital 
Transformation Journey 



INSERTAR TÍTULO AQUÍ



INSERTAR TÍTULO AQUÍ



INSERTAR TÍTULO AQUÍ



Cortex XSIAM
A modern SOC Platform adaptive and 
agile to new Business Demands. 
Transform the SOC by re-thinking the 
SIEM.

A modern SOC Platform adaptive and 
agile to new Business Demands. 
Transform the SOC by re-thinking the 
SIEM.
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Artificial Narrow Intelligence (ANI): Weak AI, AI that specializes in 
one area – like AI that can beat the world chess champion in chess, 
but that’s the only thing it does. 

Artificial General Intelligence (AGI): Strong AI, refers to a computer 
that is as smart as a human across the board—a machine that can 
perform any intellectual task that a human being can.  

Artificial Superintelligence (ASI): “an intellect that is much smarter 
than the best human brains in practically every field, including 
scientific creativity, general wisdom and social skills.”

MACHINE LEARNING 101
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MACHINE LEARNING 101
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XSIAM: Automation through the entire Process
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Cortex XDR
Prevent. detect & 

investigate attacks 
across the enterprise

Cortex XSOAR
Automate response 
and improve with 

every incident

Cortex Xpanse
Discover & protect 

your entire internet 
attack surface

Cortex XSIAM
The autonomous 
security platform

for the modern SOC

SELECT OR EASILY MIGRATE TO 
A UNIFIED SECOPS PLATFORM

CHOOSE FROM BEST-IN-CLASS INTEGRATED PRODUCTS

MDR, Incident ResponseMDR, Incident Response
Unit 42 trusted threat intelligence, MDR, and 

security consulting services
Unit 42 trusted threat intelligence, MDR, and 

security consulting services

ENLIST UNIT 42 EXPERT SECURITY SERVICES
MTH & IRMTH & IR
As well as other 

Unit 42 
consulting 

services

As well as other 
Unit 42 

consulting 
services

Cortex, A comprehensive SOC Platform and Easy Journey to XSIAM
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Automation in the Incident View to auto-resolve Alerts



Automation recommendations to create contextualization



Bring in Automation where it Matters: Combing Incidents with 
Playbooks to auto-resolve Alerts

?

?

XDR Data Stitching 
and Causality Chain

Playbooks to 
automatically answer the 
Question Marks

FTP large Data 
Upload

Good or Bad 



Palo Alto Networks SOC: Eating our own dog food

Comprehensive security

Network

Prisma Access

10K Employees

NGFWs, VMs, and Security Services 

Endpoint

Cortex XDR

50K Endpoints

Cloud

4.3 Million Cloud Assets

Prisma SaaS Prisma Cloud Data Security

● Deployed across 100% of our endpoints

● Ingesting all network security data

● Ingesting identity & cloud data

● Prevented SolarWinds attack

Alerts

23 TB / Day 
of Data

248K Public Assets

(Internet Attack surface 
exposures discovered 

and remediated)

Cortex XDR Cortex XSOAR
orchestration tool to 

respond to alerts

Cortex XPANSE
outside-in attack surface 

management

~90% Automation

(47 Playbooks, 
run 350 times per day)

SOC Analysts
free to focus on 

remaining few high-
risk incidents

High-risk
alerts



Events

Alerts / 
Incidents

Automated / 
Manual Analysis

Major Incidents

DAY IN THE LIFE OF THE PALO ALTO NETWORKS SOC

16.6 B Events

467 Alerts
67 Incidents

58 Automated 
9 Manual

0

Palo Alto Networks SOC: Industry-leading 1 min response time

10
SECONDS

1
MINUTE

Mean Time to Detect

Mean Time to Respond 
(High priority alerts)



XSIAM enables SOC teams to cope with the increasing amount of threats and improve their 
ability to respond in time

Orchestrate for faster 
decisions & remediation
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Enable analysts to move 
away from low value tasks

Automate to cope with the 
growing volume of Alerts
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Note: Illustrative; Source: Palo Alto Networks; Business Value Consulting analysis
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Muito Obrigado
Paulo Vieira - pvieira@paloaltonetworks.com
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