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Motivacao

https://www.chromium.org/Home/chromium-security/root-ca-policy/moving-forward-together/

In_a future policy update or CA/Browser Forum Ballot Proposal _we intend to introduce: 2023/03/03

« a reduction of TLS server authentication subscriber certificate maximum validity from 398 days to 90 days. Reducing
certificate lifetime encourages automation and the adoption of practices that will drive the ecosystem away from barogue, time-
consuming, and error-prone issuance processes. These changes will allow for faster adoption of emerging secunty capabilities
and best practices, and promote the agility required to transition the ecosystem to quantum-resistant algorithms quickly.
Decreasing certificate lifetime will also reduce ecosystem reliance on “broken” revocation checking solutions that cannot fail-
closed and, in turn, offer incomplete protection. Additionally, shorter-lived certificates will decrease the impact of unexpected
Certificate Transparency Log disqualifications.

- Validade maxima de 90 dias (antes: 1 ano)
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Motivacao

https://www.chromium.org/Home/chromium-security/root-ca-policy/moving-forward-together/

In_a future policy update or CA/Browser Forum Ballot Proposal _we intend to introduce: 2023/03/03

« a reduction of TLS server authentication subscriber certificate maximum validity from 398 days to 90 days. Reducing
certificate lifetime encourages automation and the adoption of practices that will drive the ecosystem away from barogue, time-
consuming, and error-prone issuance processes. These changes will allow for faster adoption of emerging security capabilities
and best practices, and promote the agility required to transition the ecosystem to quantum-resistant algorithms quickly.
Decreasing certificate lifetime will also reduce ecosystem reliance on “broken” revocation checking solutions that cannot fail-
closed and, in turn, offer incomplete protection. Additionally, shorter-lived certificates will decrease the impact of unexpected
Certificate Transparency Log disqualifications.

- Validade maxima de 90 dias (antes: 1 ano)

@ October 2023

SECTIGO

Date of last 1 year certificate sale will be declared
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Motivacao

* \Validade 90 dias
« Centenas de certificados
« Centenas de servidores
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Motivacao

* \Validade 90 dias
« Centenas de certificados
« Centenas de servidores

Impraticavel
manualmente
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Motivacao
« Centenas de certificados manualmente

e Centenas de servidores

4

Automacao!
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ACME - O que é7? //{_\ncmE

« Automated Certificate Management Environment

 Protocolo de comunicacao

* Entre Cliente (nosso servidor) e CA (Sectigo)
« Automatico

 Permite:

« Automatizar processo de obtencao (e renovacao) de
certificados SSL

« Sem intervencao manual
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ACME - Etapas /A ACME

1. Registo
 Cliente prova a CA que controla um dominio (e.qg., eduroam.pt)
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ACME - Etapas /A ACME

1. Registo
 Cliente prova a CA que controla um dominio (e.qg., eduroam.pt)

HTTP

« Simples de automatizar

« Compativel com servidores web
« Sem wildcards

« Porta 80
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ACME - Etapas /A ACME

1. Registo
 Cliente prova a CA que controla um dominio (e.qg., eduroam.pt)

/ \DNS

« Permite certificados wildcards
« Nao depende da porta 80

HTTP

« Simples de automatizar

« Compativel com servidores web
« Sem wildcards

« Necessita alteracoes no DNS
» Porta 80
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ACME - Etapas /A ACME

1. Registo
 Cliente prova a CA que controla um dominio (e.qg., eduroam.pt)

HTTP

« Simples de automatizar

« Compativel com servidores web
« Sem wildcards

« Porta 80
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eduroam.pt
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ACME - Vantagens //f_\ RCME

- Automatico!! (emissao, revocacao, renovacao, etc.)
- Mantém certificados atualizados
 Reduz hipoteses de erro humano

 Melhor seguranca

- Mais facil em adaptar-se a outras CAs (vs. API)
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Certbot - O que €? ﬁcertbot

- Ferramenta gratis e open-source

 Cliente ACME

« Comunica com uma CA (eg., Sectigo)
* Protocolo ACME

« Instalado + configurado:
- Obtencao e renovacao automatica de certificados SSL
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Pacote Ansible — ACME

i ] ANSIBLE
 Funcionalidades

 Instala certbot

« Regista Cliente ACME na CA (Sectigo)
» Faz pedido de certificado(s)

* Transfere certificado(s)

« Confirma se certificados ainda estao validos (periodicamente)
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Como utilizar?

1. Administradores de
Certificados da Instituicao
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ervsses QR
Como utilizar?

1. Administradores de
Certificados da Instituicao

* Criar conta(s) ACME

ECTIGO’

CERTIFICATE
MANAGER
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https://cert-manager.com/customer/fccn

Jornadas
FCCN 2023 nashboam@

Como utilizar? -

1. Administradores de o
Certificados da Instituicao T

- Criar conta(s) ACME oo

About

TN
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Como utilizar?

1. Administradores de

Certificados da Instituicao

* Criar conta(s) ACME

19 RCTS Certificados@

— E c T,G 0 ® Certificate Manager

ACME

Accuunts View Audit

[ ] nttps:/acme sectigo.com/v2/GEANTEV

|:| https://acme sectigo.com/v2/GEANTOV
https://acme.sectigo.com/v2/0V

bttps:ff acme.sectigo.com/v2/EV

jornadas.fccn.pt

https:/facme.sectigo.com/v2/GEANTEV

https:/facme.sectigo.com/v2/GEANTOV

https:/facme. sectigo.com/v2/0V

https./facme. sectigo.com/v2/EV
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Sectigo Public ACME

Sectigo Public ACME
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Como utilizar?

1. Administradores de
Certificados da Instituicao

* Cr|ar COnta(S) ACME ACME Accounts X

X

NAME L ORGANIZATION DEPARTMENT

D FCCH Fundacao para a Ciencia e a Tecnologia |L.P FCT|FCCH
D ACME FCCN - RCTSaai Fundacao para a Ciencia e a Tecnologia LP FCTIFCCN
D ACME FCCN eduroam - psimoes Fundacao para a Ciencia e a Tecnalogia |.P FCT|FCCH
D ACME FCCN ASA Fundacao para a Ciencia e a Tecnologia |L.P FCT|FCCH
[] ACMEFCCN Fundacao para a Ciencia e a Tecnologia |.P FCT|FCCN
D ACME Ciencia-ID Fundacao para a Ciencia e a Tecnologia |L.P
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Create ACME Account

Jornadas
FCCN 2023

Como utilizar?

Organization *

1. Administradores de
Certificados da Instituicao

Fundacao para a Ciencia e a Tecnologia |.P

Department

« Criar conta(s) ACME

Mone

Validation Type

Domains

Domains Remove All

Cancel
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Jeiesdes R
Como utilizar?

1. Administradores de
Certificados da Instituicao

* Criar conta(s) ACME

- Associar dominios da
instituicao ligados a uma
conta
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Create ACME Account

Mame *

Organization *

Fundacao para a Ciencia e a Tecnologia I.P

Department

Mone

Validation Type

Domains

Domains Remove All

add all

edurcam|

* eduroam.pt

eduroam.pt

FCCN |
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ervsses QR
Como utilizar?

1. Administradores de
Certificados da Instituicao

° Cr|ar COnta(S) ACME ACME Account Details X
 Associar dominios da
inStitU|gaO ||gadOS a Uma ACME URL https://acme.sectigo.com/vZ/OV [
Conta Account 1D
¢ Obter CI‘EdenCiaiS da Conta External Account Binding
Key ID = ———r 1 DO
HMAC Key " - = R 0
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Como utilizar?

2. Administradores de
sistemas dos servicos da
Instituicao

@ ANSIBLE
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Como utilizar? credentials.yml:

: fcen
: 11606

: joao.guerreiroafccn.pt

: https://acme.sectigo.com/v2/0V

2. Administradores de

sistemas dos servicos da i’ " ii;;;;;;xxxxxxxxxx
I n St i t u ic5 O D 9.9.9.90.9.9.9.9.90.9.90.9.90.9.90.9.9.9.9.9.9.9.9.9.9.99.9.9.99.9.9.9.9.9.9.99999.99.99.9.9.9.9999.9.4
« Com credenciais de conta

ACME

« Cifradas (e.g., Ansible-Vault)
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ervsses QR
Como utilizar? credentials.ymi:

: fcen
: 11606
: joao.guerreiroafccn.pt

: https://acme.sectigo.com/v2/0V

2. Administradores de :
sistemas dos servicos da : "eduroan’

= = A d XKXXKXXXXR T EXKXXKXX
I n St I t u I Ca O HID9.9,9.9.0,9.9,.0.9,.0,.0,92.9,.9,0.9,9,:9.9,.9.9,:9,:9.9,9,9.9,0.9,9,9.9.0:9,9.9,9,:9,0.9,9,0:9,.9,9,9,9:9,0,9,9,0,0

« Com credenciais de conta
ACME

. AnSible PlaybOOk CertbOt shell> ansible—playbook\acme.yml \

"option_acme_account_name="'eduroam’ \

e Instala ferramenta option_common_names_list="'teste-acme.eduroam.pt’"
0  Regista Cliente ACME na CA
 Faz pedido de certificado

 Transfere o certificado
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Pacote Ansible - ACME

« Resumo ANSIBLE

« Instala e configura certbot

« Depois, periodicamente:
« Confirma se certificados ainda estao validos
- Se necessario, pede e transfere novo certificado
- Pode reiniciar aplicacoes (apache, nginx, etc.)

* A disponibilizar brevemente
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Jornadas o Pacote Ansible sera disponibilizado
FCCN 2023 as instituicoes aderentes ao RCTS
Certificados

Questoes?
Feedback Instituicoes:

 ACME?

- o | o ?
Joao Guerreiro - joao.guerreiro@fccn.pt API :
Pedro Simoes - psimoes@fccn.pt
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