ch and
orks with
e,
Secure IP




REN’s networking challenges, present and ahead...
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Moving more bits using less energy
Powered by Nokia FP5 silicon
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Network traffic vs energy use (incl. optics)
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Flexible scaling from 100 to 800G speeds

Less energy and space

More capacity and connectivity
35

Watts

8x 100G optics M 2x 400G optics m 800G optics
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800G routing enablers

800G transceivers QSFP-DD
formfactor
' - =
11 ZGbps SerDes

100/400G

wavelengths

Routing silicon

112G SerDes signaling

Ol 21qed

800GE line cards

16 — 30W per cage

800G QSFP-DD !%m
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Nokia's 5th generation FP5 IP routing silicon

- 6.0 Tb/s NP

- Always deterministic

- Fully programmable

- Drives >3x capacity increase over FP4

- 75% reduction in power consumption vs FP4

- 7Tst to support 800GE and 1.6Tb/s IP interfaces
- Seamless backwards compatibility with FP4

- Flexible licensing enables 800GE now or later (deploy
with 400GE)

- IP network security: DDoS protection, ANYsec
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Nokia IP network security
A multilayer embedded approach to IP network security
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Router Net OS SR
* SR OS self-defending network OS 0S

IP silicon
« High-performance DDoS filtering (FP4, FP5)
* ANYsec line-rate encryption (FP5)
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Nokia IP network security
ANYsec network encryption

MACsec

|Psec

9

© 2023 Nokia |

‘o

@® Low latency

rh @ Simple, silicon based

| [m] @ Line-rate

Ethernet, hop-by-hop

High latency

rh Complex, CPU based

Not line-rate

IP only

@® Low latency
rh @® Simple, silicon based

@® Line-rate

® L2, L2513
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Nokia IP network security
ANYsec network encryption - Line-rate, highly secure, low-latency transport services

= Any client interface 3rd party or

o IP, SR, MPLS, Ethernet/VLAN open’ network

o MACsec, IPsec*, unencrypted Silicon-based Silicon-based

ton 0 encryption
= Any transport network encryption yp

o IP, SR, MPLS, Ethernet/VLAN Fp5 I
= E2e encryption of all flows, tunnels, slices ||y
= Ushers in a new age of highly-secure, low-latency :::::::::::: _______________
o Wholesale and internal transport services 7750 SR 7750 SR

o 4G/5G transport networks and services

o Managed VPN services ‘ Thousands of individually
encrypted, low-latency
International tunnels, slices, flows
network

* Requires Nokia SeGW (ESA/ISA) to terminate
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Nokia IP network security
360-degree, next gen DDoS protection

Identify and neutralize volumetric DDoS attacks Deepfield Defender '
automatically

G
DDoS insights DDoS
and detecti?.\A analytics
Automation of
protection and
workflows

7750 SR can be combined with Nokia Deepfield
Defender software analytics

Mitigation

%)

Deepfield Secure

Flow-based
info, telemetry
and reporting

Nokia Deepfield
DDoS security solution

IP network

FP5/FP4 silicon enables massive DDoS filtering

- Allows the 7750 SR to act as highly precise attack
sensor and mitigation element

No impact to 7750 SR performance

Internet

Savings on backhaul cost and security appliances

Internet content,
applications
and services

DDoS
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800G IP interfaces unlocking sustainable network capacity
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