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Why VXLAN?

VXLAN provides a Network with  Segmentation, IP Mobility, and Scale

• “Standards” based Overlay (RFC 7348)

• Leverages Layer-3 ECMP – all links forwarding

• Increased Name-Space to 16M identifier

• Integration of Physical and Virtual

• It’s SDN ?
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What is VXLAN with BGP EVPN?

• Standards based Overlay (VXLAN) with Standards based Control-Plane (BGP)

• Layer-2 MAC and Layer-3 IP information distribution by Control-Plane (BGP)

• Forwarding decision based on Control-Plane (minimizes flooding)

• Integrated Routing/Bridging (IRB) for Optimized Forwarding in the Overlay

• Multi-Tenancy At Scale



Layer 2
Extension

Spanning-Tree

IEEE 802.3ad

VPWS | VPLS

Layer 3
Segmentation

Multi-VRF

GRE Tunnel

MPLS VPNC9000C6800

BGP EVPN
VXLAN

EVPN
Evolution

Product transition drives architecture transitions

Convergence of traditional L2 overlay to simplified and scalable fabric 

Transition classic L3 overlays to enterprise-grade scalable fabric

Unified end-to-end common fabric architecture reducing cost and complexity

Traditional Network Transition

Traditional Network Transition



BGP EVPN Fabric Drivers

Industry Standard Multi-vendor IT strategy

One Fabric Architecture Unified operation across – Campus | DC | WAN

Flexible Overlay Use-case driven customize Overlay networks Types and Topologies

Hierarchical Fabric Domain Multi-tier Overlay network architecture

Proven and Scalable BGP Protocol History. Minimum new learning curve



Do-It-Yourself Programmable

Enterprise BGP EVPN Solution
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VXLAN Taxonomy – Underlay Network

Access Access Access

Distribution/Core

Access Access

Distribution/Core

Local LAN
Segment

IP Underlay

Users/ End Points
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VXLAN Taxonomy – Overlay Network

VTEP

Distribution/CoreDistribution/Core

Local LAN
Segment

VXLAN Overlay

Users/ End 
Points

Tunnel Encapsulation (VNI)

VTEP VTEP VTEP VTEP

VTEP: VXLAN Tunnel End-Point  
VNI/VNID: VXLAN Network Identifier
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Getting the Puzzle Together!

Overlay
(VXLAN)Integrated

Route/Bridge

Optimized Networks with VXLAN
Underlay

BGP  
(EVPN)



Secure EVPN Fabric
Microsegmentation



Macro Segmentation: No communication 
between VRF’s

Micro Segmentation: Second level 
Segmentation between groups within a VRF

VRF-A VRF-C
EVPN 
Fabric

VRF-A VRF-C
EVPN 
Fabric

Fabric Segmentation Options

Building Management 
VRF

Campus Users VRF Building Management 
VRF

Campus Users VRF

✓

✓

✗

✓

✓

✗
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Outer MAC Header Outer IP Header Outer UDP Header Original Layer 2 FrameVXLAN Header

FLAGS 16 bits
G R R R I R R R R D R R A R R R 

SGT ID 
16 bits

VNI INSATANCE ID 
24 BITS

RSVD 8 BITS

BGP EVPN – Role based Access Control

Access/Leaf
VTEP

Access/Leaf
VTEP

SGT Propagation

• Role Based Access Control
• Scalable policy based on User role

Dynamic or Static Policy enforcement
• Centralized Policy Management for 

Dynamic policy provisioning

Finance

Engineering

Building 
Management

Engineering
Servers

BMS

Financial Data

EVPN

Campus VRF Campus VRF
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DC
Internet

IP

HQ

Branch-1 Branch-2 Branch-3 Branch-4 Branch-5 Branch-6

BGP EVPN over IPsec
Secure Fabric 

Underlay-1 OSPF/BGP

Secure Overlay IPsec

Layer 3 Overlay BGP EVPN

Layer 2 Extension BGP EVPN

Key Benefits • Scalable Segmentation over 
IPSEC

• Secure End-to-End Fabric
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EVPN Fabric Automation



YANG Data Models

NETCONF RESTCONF gNMI

Device Features

Interface BGP QoS ACL …

SNMP

OpenConfig Cisco Native

Configuration and Operation

Intent-based 
Network Infrastructure

The NETCONF, RETCONF and gNMI are programmatic interfaces that provide additional
methods for interfacing with the IOS XE device

YANG data models define the data that 
is available for configuration and 

streaming telemetry

NETCONF RESTCONF gNMI

YANG Data Models

OpenConfig Cisco Native

Configuration and Operation

Device Features

Interface BGP QoS ACL …
SNMP

IOS-XE IOS-XE/XR NX-OS

IOS XE Programmability
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Pre-checks
Framework for pre-checks
Eg: License check, underlay reachability
check

Overlay config
Solution level deployment
Eg: Ipv4 + Ipv6 + TRM in a single
playbook

Post Checks
Framework for post-check
Eg: BGP status up/down, overlay ping
checks

L3 + L2vni add
Same playbook to add L3/L2 VNI’s
Eg: Add one or multiple L3/l2vni using
same playbook

Simple to Use
• Single playbook for complete 

solution
• Single inventory file to add 

Leaf/Spine variables

EVPN Ansible – Solution Playbook

Ansible Playbooks

Get playbooks below

https://github.com/CiscoDevNet/Cat9kEVPN-Ansible


Feature specific 
Playbooks

Ansible Playbooks

Add/remove a 
feature

Get playbooks below

EVPN Ansible – Feature level Playbook

https://github.com/Cat9kEVPN/cat9k-evpn-ansible


EVPN Automation with Terraform

Terraform Provider
Terraform Examples

https://registry.terraform.io/providers/robertcsapo/ciscoevpn/1.0.1



