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DDoS attacks on public services are impacting and mediatic

@NEWS VIDEO LIVE SHOWS CLIMATE 3% O

Worst cyberattack in Greece disrupts high
school exams, causes political spat

Greece’s Education Ministry says it has been targeted in a cyberattack described as the
most extensive in the country’s history, aimed at disabling a centralized high school

examination platform

By The Associated Press 6O v B @
May 30, 2023, 9:25 AM
5

w : ) ) It said the distributed denial of service, or DDoS, attacks aimed at overwhelming the
orst cyberattack in Greece disrupts high school exams, causes

political spat | AP News platform occurred for a second consecutive day Tuesday. The attack involved
computers from 114 countries, causing outages and delays in high school exams but

failing to incapacitate the system, the ministry said.
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https://apnews.com/article/cyberattack-cybercrime-greece-school-highschool-ddos-9258842dbd84d67430cf5eb39999f93d
https://apnews.com/article/cyberattack-cybercrime-greece-school-highschool-ddos-9258842dbd84d67430cf5eb39999f93d

Botnets became a dominant threat

{ Modal

Botnet DDOS DVR x759isa IRV-
: DDOS botnet member
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dns_amplification cldap_amplification - botnet

Parking meter
X.3.17.23 is a DDoS
botnet
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Rise of Botnets
Increasingly competitive booter market and cheap loT botnets

Average Price for Buying DDoS Attacks
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Collapse in daily average US price for
launching a 100 Gbps DDoS using illegal
booter web sites 2018 - 2022
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Allowing the proliferation of DDoS attacks

Botnet attack against EU customer

Summary

5,147 1 6/5.3 426.44

DDOS SRC IP VICTIM CIDR PEAK GBPS PEAK MPPS @

Aggregate Bps Protected Object

& sooc
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The technical challenge with botnet DDOS

Traditional payload pattern detection techniques are no longer useful

Traditional DDoS (1990- 2021 Botnet-based DDoS
» Spoofed IP addresses to trigger reflected * Real devices, real IP-addresses and ful
amplified responses TCP stack
. Orfloods of crafted packets + Appears as “regular” HTTP(s) bypass
typical scrubbing payload ML
+ Often from well-known domains * Growing armies of devices connected
anywhere

From threshold-based

...to big-data
detection...

knowledge-based detection
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A new DDoS protection paradigm is needed

1 Surgical Detection based on / Leverage advances in IP
big-data principles Silicon to filter DDoS attacks
From threshold-based... From expensive/limited scale DPI scrubbing...
...to knowledge-based detection ...to scalable line-rate scrubbing on IP
silicon
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Requires from the IP silicon:

©® Telemetry performance

» sampling rate OR mirroring

® Packet filtering scale

© Packet filtering performance

> line rate (!)
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.with anti-DDoS at the Peering routers

Security Operations/
Network Operations Q

A
DDoS alerting :
and analytics
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Network-wide
visibility and Analytics

Deepfield Cloud \4
Genome®

On-prem Deepfield

oS

DDoS automated detection +
mitigation orchestration
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... the network is able to natively™ classify DDoS traffic

Time TTL Proto :Ii: Peer SrclP SPort DstIP DPort Drop Src Genome Bytes Len
=)
13:45:00 60 17 131.99.238 22897 15218 7778 44 536094310 1428
[ commax ] webcam
13:45:00 58 17 56.86.130 61792 15218 7778 44 = 536094310 1428
;
13:30:00 60 17 66.250.12828157 15218 7778 16 534757427 1427
unknown_web  fujitsu.com
13:45:00 61 17 841105 5306 15218 7778 16 e T e 534757427 1427
13:45:00 61 17 59.11196 48338 15218 7778 16 nttcom . 534757427 1427
oo | webcan JREE
13:45:00 60 17 1113776 41311 15218 7778 44 = tonnet 534024294 1428
o D =
secom  unknown_dns
13:50:00 55 17 15733 27181 15218 7778 16 3 533827788 1427
-
13:55:00 62 17 29928 2823 15218 7778 44 . 533722419 1,428
*\. . . _ . g
(*): Native detection = no need to configure traffic
thresholds for each type of potentially malicious traffic
9 © 2024 Nokia Public

Advanced detection logic
Combining:
o Genome info on src&dst IPs
o traffic rates and traffic patterns
o traffic ‘invariants’
o Source-IP cardinality

o Info on Internet topology (TTL,
peering/transit networks)
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... and then compile the most efficient filter list...
Genome, Al/ML, Compiler and high-performance IP silicon as protection enablers

Secure Realtime IFPX DDoS Samples Defender
Genome Packet Samples Detection Al

Mitigation Strategy " Real-Time Capacity / Feedback
I_> i 4_|

Programmed Samples

Defense policy compiler

Netconf Models

All data processing / filtering on-premise
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Linerate filtering capacity at the peering router
Performance with scale

Other ACL

@—) Match High-performance ACL
No match \ F > Match

Match
No match l p——
Match ACL scale
Default action ACL scale
No match

Default action

Large filter scale (256k filter entries) for increased filter granularity I:> Minimize false positives
Perform ACL packet match in a single pass regardless of the number of ACL entries or ordering |:> Fast attack mitigation

Router capacity is maintained, which cannot be guaranteed for implementations that parse :> Determinictic li ¢ tecti
through each entry sequentially eterministic linerate protection
11 ©2024Nokia | Public I\O(IA
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... with minimal false positive rate

12

Summary
%
1,057 0%
FILTERS & FALSE POSITIVE BYTES @
Plan
Search:
Order - Counter Measure Num Filters % Bytes 9% Packets
10 drop_udp_avg_pktlen_inariant (gid 44) 1 91 83
20 drop_bot (gid 16) 1,057 9 8

Showing 1 to 2 of 2 entries
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Take aways

Knowledge

The network as
source of
traffic big-data
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Al/ML

Compile efficient
filters to minimize
false positives

Network
Performance

Deterministic and
high-performance
filters capacity at the
Peering routers

NO<IA



More information here

DDoS security

Everything you need to know about Distributed Denial of Service (DBoS)

What is DDoS? On this page
What is DDoS?
at aim
internet h

DDoS security | Nokia

Relzted products and solutions

Learn more

or IP header

Community

r 1 for the cloud, 5 Global DDoS
and loT era. Threat Alliance —
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https://www.nokia.com/networks/security/ddos-security/
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