
© 2023 Nokia1

A rede como solução anti-DDoS
Ricardo Santos

IP Consulting Systems Engineering EMEA

ricardoj.santos@nokia.com

15-17 de abril de 2024  | Funchal



© 2024 Nokia2

DDoS attacks on public services are impacting and mediatic

Worst cyberattack in Greece disrupts high school exams, causes 
political spat | AP News

Public

https://apnews.com/article/cyberattack-cybercrime-greece-school-highschool-ddos-9258842dbd84d67430cf5eb39999f93d
https://apnews.com/article/cyberattack-cybercrime-greece-school-highschool-ddos-9258842dbd84d67430cf5eb39999f93d
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Daily aggregate DDOS volume – per top-vector

Botnet DDoS 

became dominant form of 
attack in first quarter 2022

Botnets became a dominant threat

Parking meter
x.3.17.23 is a DDoS 
botnet member

DVR x.7.5.9 is a 

DDOS botnet member
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Rise of Botnets
Increasingly competitive booter market and cheap IoT botnets
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Allowing the proliferation of DDoS attacks
Botnet attack against EU customer

Public
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• Spoofed IP addresses to trigger reflected 

amplified responses

• Or floods of crafted packets

• Often from well-known domains

Botnet-based DDoSTraditional DDoS (1990 – 2021)

• Real devices, real IP-addresses and full 
TCP stack

• Appears as “regular” HTTP(s) bypass 
typical scrubbing payload ML 

• Growing armies of devices connected 

anywhere

Machine Learning-distinguishable 

Packet/payload patterns
ideal for inline inspection & mitigation

Machine Learning-distinguishable 

Packet/payload patterns
ideal for inline inspection & mitigation

From threshold-based 

detection…

…to big-data 

knowledge-based detection

The technical challenge with botnet DDOS
Traditional payload pattern detection techniques are no longer useful

Public
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A new DDoS protection paradigm is needed

1 Surgical Detection based on 

big-data principles 

2 Leverage advances in IP 

Silicon to filter DDoS attacks

From threshold-based… 

  …to knowledge-based detection

From expensive/limited scale DPI scrubbing… 

    …to scalable line-rate scrubbing on IP 
silicon

Public
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…with anti-DDoS at the Peering routers

Requires from the IP silicon:

• Telemetry performance

➢ sampling rate OR mirroring

• Packet filtering scale

• Packet filtering performance

➢ line rate (!)

1
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On-prem Deepfield

IP network

NetFlow, 
Mirrored traffic samples
BGP, SNMP,gRPC

Deepfield Secure 
Genome®

Deepfield Cloud 
Genome®

Security Operations/ 
Network Operations

DDoS alerting
and analytics

3

DDoS Mitigation
NETCONF/FlowSpec

Scalable Software platform

DDoS automated detection + 
mitigation orchestration

and Analytics

Network-wide 
visibility and Analytics
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(*): Native detection = no need to configure traffic 
thresholds for each type of potentially malicious traffic

Advanced detection logic 
Combining:

o Genome info on src&dst IPs

o traffic rates and traffic patterns 

o traffic ‘invariants’

o Source-IP cardinality

o Info on Internet topology (TTL, 
peering/transit networks)

… the network is able to natively* classify DDoS traffic

Public
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… an  then co  ile the  ost efficient filter list…
Genome, AI/ML, Compiler and high-performance IP silicon as protection enablers

Public

Defense policy compiler
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Linerate filtering capacity at the peering router
Performance with scale

Public

Large filter scale (256k filter entries) for increased filter granularity Minimize false positives

Perform ACL packet match in a single pass regardless of the number of ACL entries or ordering Fast attack mitigation

Router capacity is maintained, which cannot be guaranteed for implementations that parse 
through each entry sequentially

Deterministic linerate protection
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… with  ini al false  ositive rate

Public
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Knowledge  

The network as 
source of

traffic big-data 

AI/ML 

Compile efficient 
filters to minimize 

false positives

Network
Performance

Deterministic and 
high-performance 

filters capacity at the 
Peering routers

Take aways

Public
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DDoS security | Nokia

More information here

https://www.nokia.com/networks/security/ddos-security/
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