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Agenda da Sessao

* Introducao

* HARICA - Novo fornecedor do servigco Certificados RCTS
* Q&A

» Esclarecimentos e Apoio

* Encerramento
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HARICA

Novo fornecedor do servico de
certificados RCTS
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HARICA - Agenda

« HARICA - Novo Fornecedor
* (1°) Acesso

» Validacoes

 Ultilizadores: Perfis

» Certificados: Server

» Gerir certificados: Personal

« Consideracbes gerais
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HARICA - Novo Fornecedor de —Feen

Servigo
Quem é a HARICA? Moldes do servico
‘ H AR IC A  Novo fornecedor de servigo
“HARICA is the Hellenic Academic & * |[gual a Sectigo (no futuro)

Research Institutions Certification Authority.
It participates in all major Global 'ROOT CA'

Trust Programs, and operates as a "Trust . = :
Anchor' in widely used Application Software IntegragGes ainda a decorrer

and Operating Systems”

» Ongoing - roadmap de
funcionalidades
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HARICA - (1°) Acesso o
Como aceder
» Portal: https://cm.harica.gr — — |
* Autenticacao federada l- , -

« Usar login Federado
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HARICA - (1°) Acesso

Certificate Manager (CM)

 Gerir Organizacao/Users
» Pedir novos certificados . =
. @ -
n n ok a =
 Aceder aos certificados o -
= a-

« Revogar os certificados
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HARICA - (1°) Acesso

Seguranca

A t settings X
* Onboarding realizado
 Autenticacao federada o

* Ativar 2FA por admin PR, 5

Motification language  Fn | «
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HARICA - Validacoes: DCV

Domain Control Validation x

Validation Type

Constructed Email to Domain Contact - 3.2.244 ~

« Autorizacao dominios

Email of user that will validate the Enterprise

 Métodos:
* DNS record

admin v @ study-research.pt v
« Email

gigapix.pt 08/01/2025 " validate Domain

ticsociedade.pt 08/01/2025 ' Validate Domain

~  xr  edwoampt  |10/02/2026 " Validate Domain |
 Renovacao anual iy owias —

gridcomputingpt ~~ ]08/01/2025 |  @EIEETLETETS

17/02/2026 " Validate Domain |
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HARICA - Validacoes: —FCCN
Organizacao

Organization Validation

* Validar dados Organizacao

Upload validation files

Validity OV

* Documentos (PDF):

 Link do site DGES
 Diario Reépublica
 Qutros (fora da org)

 Renovacao anual
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HARICA - Utilizadores: Perfis

* Perfis (cumulativos) (1)

o Adm|n Ger”’ dados da Org Personal info  Requests  Account info
« Aprovador: Tratar certificados e

Roles

* Promover s6 com 2FA

BBN
=

_’_/

Z m

5 3

3 3

-5

T @

» Associar Organizagao (2)

* Dominio de email registado
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HARICA — Certificados: Server

Tipos de certificados

Select the type of your certificate

® DV - “Domain Validation” E(I)Ta_in-or_'.ﬂy{DIV} . .

Free

]

o OV - N O rg a n izati O n Va I id ati O n , Fcfffntuterprises Ior organizations (ov) .
FL LS certificate that is used - re communication between a web

* Nao existem certificados EV R

 ACME chega em maio (previsto)
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HARICA - Certificados: Personal

Tipos de certificados

Select the type of your certificate

1e5538E5

S/MIME ce ate to sign/encrypt email
ikt Select
clude

* "Email-only”
« E-mail

For individuals or sole proprietorships (V)
S/MIM sign/encrypt email messages.

 “Enterprises or organizations’
* E-mall
 Informacao pessoal
* Informacgao da Organizagao

For enterprises or organizations (IV+QV)
S E certificate to sign/encrypt email messages.

= w
g g2 & T o
] . Q < S @
1] ::D = T 3 )

8 2

w

Sistema de self-service
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HARICA — Certificados: Server

Pedir 1 certificado = WHARICA

T TR My Dashboard
* Gerar Key e CSR EppT—
* Aceder ao CM te s

B3 es

52 )
* Opgao “Server’” no menu o o -
R
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HARICA — Certificados: Server

Pe d I r 1 ce rtl fl ca d o) o Daens Server Certificates / Request new certificate

B  eSign Documents 1. Request 2. Validate 3. Retrieve

Domains

* Definir “Friendly Name”

B eSignatures Friendly name (optional)

eSeals o /
P ’

e.g. “Webserver”, “my certificate”, etc

Server

Code Signing

* Definir dominio(s)

B B ®

Add Domains Manually or via Import £,
supported: .onion v3, Wildcard, Internationalized Domain Name (IDN

Email

Client Authentication ‘ / ’

e.qg. harica.gr

* Dominio do CSR tem de constar

More
&,  Validated Information © The maximum number of domains allowed per request is 100,

Data privacy statement

27 Help / Guides
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HARICA — Certificados: Server

P e dl r 1 Ce rt I fl Ca do Server Certificates / Request new certificate

1. Request 2. Validate 3. Retrieve

®
®
®
®
®
30

» Validar informagéo

Submit Request

© What is a CSR?

« Carregar o CSR (oo >‘/

your (already created) CSR and submit it

« Nao usar a geracao automatica 7
de CSR e
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HARICA - Certificados: Server

Fluxo de aprovacao

» Aprovacao por Org

* Verificar informacao g .

r it mnmrmuserD
 Requerente, Dominio, etc
{

« Comunicar por email
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Server

Obter o certificado e CA

 Aceder ao CM HARICA ~

e Certificados no dashboard
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HARICA — Gerir Certificados: —FoeN
Server

Obter o certificado e CA con <

 Escolher formato

* Nova CA — Aplicar nos S
servigos

« Adaptar CA ao servico
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HARICA — Gerir Certificados: —FoeN
Server

Revogar certificados

 Aceder ao CM HARICA ~

e Certificados no dashboard

 Escolher “Revoke” a-
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HARICA — Gerir Certificados: —FoeN
Server

Revogar certificados
eeeeeee b4
° Defi n i r a Causa Dnletnils _Download Reii:caﬁon Motifications ™ Order
- S - 7
» Adicionar detalhes /,

 Escolher “Revoke”
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HARICA - Certificados: Personal

Pedir 1 certificado
Review the application before submitting

 Aceder ao CM

Certificate Type Service Duration
S/MIME email-only 2 years
Emails

* Opgao “Email” no menu

|, Pedro Simdes , declare that | read and agree with, by submitting this request, the Terms
of Use and the Certification Practices of HARICA. | also agree that HARICA shall process,
use and store the data from this request in accordance with the Data Privacy Statement.

« Escolher “Email only” <>
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HARICA - Certificados: Personal

Validar pedido

HARICA

Validate your email

 Aceder ao emaill

. ‘ . ’ We have r?ceivetd your request to issue an S/IMIME email-only certificate for
i - .
* Clicar em “Confirm pmessien

Please confirm that you control the specific e-mail address and that you authorize
HARICA to issue a certificate on your behalf by clicking the link below.

* Autorizar pedido na pagina

Please note that the link is valid for a duration of 24 hours. In case the link expires, log in to HARICA
Certianager and locate your Pending Certificate. Then, press the 3 dots on the right side and select the
option to resend the email.
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HARICA - Certificados: Personal

Gerar/Obter certificado

o
( Submit CSR manually )
AN S/
or
Generate your certificate in.p12 format Use your (already created) CSR and submit it here.

CM —> Ready Certificates

Set a passphrase to protect your certificate. Please note that the passphrase is required to use the certificate and should therefore
be secured and not forgotten.

Algorithm Key size

- Clicar em “Enrol Certificate” ) [

Set a passphrase

7},\‘}35 your passphnrase 154 ’

Confirm passphrase

 Preencher dados

Retype your passphrase @ ’

D | understand that this passphrase is under my sole knowledge and HARICA does not have access to it.

« Descarregar certificado

"

Close

N
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HARICA — Gerir Certificados: —FoeN
Personal

Revogar certificados
* Aceder ao CM HARICA

e Certificados no dashboard

Gitlab FCCN

.- @ @ 4
lw)
2 2 2 g

 Escolher “Revoke”
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HARICA — Gerir Certificados: —FoeN
Pessoais

Revogar certificados

eeeeeeeee %
° Definir a Causa Details o d n Revc_:fatif:n Motifications ™ Order
* Adicionar detalhnes = /,

 Escolher “Revoke”
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HARICA — Consideracoes gerais

Consideragées gerais

A Sequranca — 2FA

1. Aprovacao “‘por pares”

@ Processo ongoing!!!!
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Apoio e
Esclarecimentos

Estamos disponiveis, venham falar connosco!

Aqui e agora, ou mais tarde via
~

NN

servigos Fundagte M58  UNIVERSIDADE 2] e CAMARA MUNICIPAL N\
#CON &= fct a3 Cibets 12 °° COIMBRA ’@‘ COIMBRA VRV RN
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Obrigado!

jornadas.fccn.pt ‘ fcen.pt

NN
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