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AGENDA

* 3 conselhos sobre
» Autenticacao
« E-Mail
* Posto de trabalho
* Fora do escritorio
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AUTENTICAGAO
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EXCLUSIVIDADE DE PASSWORDS
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USAR UM COFRE DE PASSWORDS
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Sign in to Vault LastPass ee|

KeePass

eeeeeeee © 1Password :
bitwarden
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TRANSMISSAO DE PASSWORDS

Nao sendo possivel usar cofre, usar canais diferentes

Login: admin
Password: beJ5%$zDo1!-8Ggk
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ENDERECOS DE ORIGEM

From: <office808558@gmail.com>

From: <edud3960@gmail.com>
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ANEXOS NAS MENSAGENS
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ANALISE INDEPENDENTE

> | VIRUSTOTAL

Analyse suspicious files, domains, IPs and URLs to detect malware and other
breaches, automatically share them with the security community.

FILE URL SEARCH 41

Q

‘ Choose file ‘

By submitting data above, you are agreeing to our Terms of Service and Privacy Notice, and to the sharing of your
Sample submission with the security community. Please do not submit any personal information; VirusTotal is
not responsible for the contents of your submission. Learn more.
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POSTO DE TRABALHO




Jornadas
—FCCN

TRANCAR O TERMINAL
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NAO INSTALAR SOFTWARE AD-HOC
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«OUT OF OFFICE»
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FORA DO ESCRITORIO
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CARREGAMENTOS EM PUBLICO

CHARGING YOUR
SMARTPHONES

AT PUBLIC PLACES ®
CAN BE DANGEROUS!
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«ACHADOS»

DISPOSITIVOS
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QR CODES

| FOOD & DRINK MENUS 52
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IDEIAS CHAVE

A seguranca de todos depende da segurancga de
cada um de nos.

E importante dar o alerta quando algo fora do comum
é detetado.

Todo o cuidado é pouco, pois as ameacas tendem a
ficar cada vez mais sofisticadas.
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Obrigado!

jornadas.fccn.pt ‘ fcen.pt

NN
FCCN fCt 12 @ 90 UCNSi‘ﬁ%’\ffK él Cé“&RfMUNICIPAL %




PODCAST

3 CERT
a2 RCTS

DIZ-ME A TUA
PASSWORD,

DIR-TE-El QUEM ES

\\ : podcast\seguranga-infermatica

fct e FCCN™

csirt.fct.pt/podcast

Exact Sciences and Techn:

CSIRT in a Box: Capacitacao Inicial de
Equipas de Resposta a Incidentes

csirt.fct.pt/mooc
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