Future-Proof Your Business with Managed

Cybersecurity Services
Leveraging Expertise for Enhanced Security

*Presented by: Ricardo Gravito

avit

part of J springboardnetwork The network powering a sustainable secure digital future



Springboard WORLDWIDE

Antwerpen, BelLux:
Regional Sales office

Oslo, Trondheim, Drammen NO:
~orriday Networks -
» . -

“

Hamburg, Berlin DE:
System.de

\
wst®

y ]

Pune, IN:
'Security offices Manilla, PH:

“ServiceDesk

\

v /"

Emmeloord, NL:  Copenhagen, Odense, Arhus, DK:

_ - NOC Wingmen
Lisbon, PT: Vianen NL:

Security Team and SOC Sales, Projects, Architects



avit

part ufs springboardnetwork

Actual Cyber Threat Landscape for Business

Challenges in Traditional Cybersecurity Approaches

Why Managed Cybersecurity Services

How Advanced Security Technologies Help




avit

part of +) springboardnetwork

Integration and Support

Business Continuity and Resilience
Real-World Impact

Conclusion




01 - Actual Cyber Threat Landscape

Globally, the cybersecurity threat landscape
continues to evolve rapidly and remains
challenging, with more than half of organizations
(54%) having experienced a cybersecurity
incident in the past year, and three-quarters
(73%) of all organizations believing they are
likely to be disrupted by a cybersecurity
incident in the next 12-24 months.

A key trend that this year’s Index highlighted is that
companies now see external actors as a bigger threat than
internal ones. Among those surveyed, 62% highlighted
that external actors are their biggest threat, while only
31% said the same for internal actors. This is a marked
shift from 2023 when the two were seen as almost equal
threats. One of the key drivers of this turnaround could be
the fact that cybersecurity threats from external actors are
becoming increasingly sophisticated.

While malware (76%) and phishing (54%) continue to
remain the top types of attacks experienced, 37% of
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Actual Cyber Threat Landscape

Number of Unfilled Cybersecurity-

Related Positions

@ Large companies (>1,000 employees)

© Mid-sized companies (250-999 employees)

Small-sized companies (10-249 employees)

Between 1 -5

Between 6 - 10

Moare than 10

13%
18%
43%

23%
28%
30%

64%
54%
27%

Cybersecurity is also consuming an ever-growing
share of overall IT budgets, with a majority (53%) of
organizations surveyed devoting more than 10% of
their total IT budget to cybersecurity — up from only
29% of organizations that allocated a similar amount in
2023. This highlights that executive leadership teams
understand the critical nature of cybersecurity and its
importance to their business growth.

However, progress is being stifled by a critical
shortage of talent, which was highlighted as an issue
for nearly nine out of 10 companies. Almost half
(46%) of the companies said they had more than 10
unfilled cybersecurity roles on their teams at the time
of our survey.



Actual Cyber Threat Landscape

i i Rise in sophisticated threats like ransomware, phishing, and APTs.

[‘@ Increased attack surface due to remote work and cloud adoption.
]

Shortage of skilled cybersecurity professionals.




02 - Challenges in Traditional Cybersecurity Approach'

Fragmented security tools leading to complexity.
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Delayed threat detection and response times.

5

:'O': High operational costs and resource constraints.



Challenges in Traditional Cybersecurity Approaches

ﬂ 1 Siloed Security Tools Integrated Solutions /' |\
0

Definition: Independent
security tools that operate
separately without
coordination.

Characteristics:
Fragmented: Each tool
handles specific security
tasks independently.
Disjointed
Response: Lack of unified
threat intelligence and
response strategies.
Resource
Intensive: Requires more
time and effort to manage
multiple tools.

Challenges:
Gaps in
Coverage: Inconsistent
security practices across
the organization.
Delayed
Response: Slower
detection and mitigation of
threats.
Higher Costs: Increased
operational costs due to
managing multiple tools.



03 - Why Managed Cybersecurity Services

a Outsourcing cybersecurity to specialized providers

\’, Continuous monitoring, threat detection, and incident response

AIVEVE Access to advanced tools and expert personnel without in-house overhead



Why of Managed Cybersecurity Services
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Managed security solutions 24/7 monitoring Dedicated Security Teams

» Secure Endpoint

» Umbrella DNS/SIG

» Secure E-malil —

> XDR @

» SOC/SIEM

» Secure Firewall*

> Secure MEA* Mon.thly conference call Quarterly review on rule

> Incident Response Ac.:IV|se on posture , base/exceptions & soft-
Discuss events and Check /firmware upgrades

coverage.



Security Reference Architecture

Threat Intelligence | Malware Analytics | Actionable Intelligence | Unmatched Visibility | Collective Responses
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m Incident Response and Remediation Services

k} 3rd Party Integrations

Application Security
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The 3 Keypoints

Extended 24-7
Protection: Coverage
across network,
endpoints, cloud, and
applications.

Scalability: Solutions that
grow with your business
needs.
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Cost Efficiency:
Predictable budgeting
with reduced capital
expenditure.



04 -How Advanced Security Technologies help

One of the largest
threat intelligence
teams in the world

e Delivers real-time,
actionable intelligence
e Feeds Cisco products
with up-to-date threat
data

Umbrella

/

1. Collect - Ingests e DNS-layer security

telemetry from endpoints, .
networks, email, and cloud. * Blocks malicious

2. Correlate - Uses domains and IPs
analytics and intelligence to before a connection
identify true threats. is established

3. Respond - Automates .
containment and e Ideal for roaming

remediation across all users and remote
integrated tools. offices



Cisco XDR Overview
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05 - Seamless Integration and Support

::: Easy integration with existing IT infrastructure.
B
0900 Dedicated support teams for ongoing assistance.
oy

Regular updates and threat intelligence feeds.



Integration Managed

Security Services % i-). @ %@ &

E-MAIL ENDPOINT DNS FIREWALLS NETWORK ACTIVE OFFICE
SECURITY SECURITY SECURITY ACCESS CONTROL DIRECTORY

200 users
generate ~100 events per second =
~8.6 million events per day.

Log collector
v

@ Estimation SIEM tooling
creates
20-30 alerts per day.

SIEM
v

920 . .
E"I"\”J SOC engineers verify every alert
© and will only generate a customer
- ticket if action is required.
engineers

Customer receives on average
1.3 ticket per day which takes
~40 minutes to solve.

Tickets
v

A
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Customer



06 - Ensuring Business Continuity and Resilience

[_‘z Q :)“ Rapid incident response minimizes downtime.
]

—

Business continuity planning and disaster recovery support.
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Continuous improvement through regular assessments.
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06 - Ensuring Business Continuity and Resilience

=

{3
Preparation

+ Develop
policies,
playbooks,
and
communication
plans

« Deploy
detection and
response tools

Detection &
Analysis

« |dentify potent-
selurt incidents
via monitoring
tools.

- Analyze logs,
alerts, and
suspicious
activity

«» Classify and
prioritize thrreat

Containment

» Short-term:
isolate affected
systems
to limit spread

» Long-term:
Apply broarder
network or
firewall rules
if needed

+ Preserve
evidence for
forensics—

Eradication

« Remove
malware. close
vulnerabilities

« Patch systems-
update
configurations
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Recovery

+ Restore systems

from clean
backups

Monitor systems
for signs of
in-tenction

« Resume normal

operations in a
controlled
manner
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Post-Incident

Review

» Conduct-a

lessons-learned
session

Update incident
response
plans

Strenothen
defenses
based on oot
cause
analysis
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07 - Real-World Impact and ROI

./II showcasing reduced breach incidents.

il

I Improved compliance with industry regulations.

@QE Enhanced customer trust and brand reputation




07 - Real-World Impact

./II reduced breach incidents.

il

I Improved compliance with industry regulations.

@QE Enhanced customer trust and brand reputation




07 - Real-World Impact

TESTIMONIALS FROM SATISFIED CLIENTS

MANAGED SECURITY | CISCO

o

Cisco has been a reliable partner
in protecting our infrastructure and
ensuring continuous visibility
across complex environments.”
NASA IT Security Manager

Cisco’s managed detection and
response capabilities drastically
improved our response time to threats,
reducing incident handling from

days to hours’

Global Cybersecurrity Director, Deloitte

With Cisco SecureX and Talos threat
intelligence, we've seen a 60%
reduction in security alert fatigue
among our analysts.

KEY STATISTICS HILIGIPACT

97 % of threats are auto-
matically remediated

before causing harm with Cisco
SecureX and MDR services

60% reduction in dwell time
(the time an attacker

remains undetected)

85 % faster mean time to

detect (MTTD) with
Cisco’s Threat Response tools

73 % of clients report

improved compliance
posture after onboarding
Cisco managed security services

000 O
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