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Agenda

1. DC4EU European Union Large Scale Pilot
2. Contributo Universidade do Porto
3. Contributo Universidade da Maia
4. Contributo Universidade Luséfona
5. Pistas e caminhos a seguir 2026++

a ° EU Digital Identity R Co-funded by
[E DC l" EU W Wallet ...* | the European Union
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EU Digital Identity

Wallet

Apresentacdo a RCTS
n Universidadedo Porto, Aimada
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. Follow-up DC4EU

n Universidade Lus6fona, Funchal

2024
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Wrap-up DC4EU
n UniversidadeLus6fona
u Universidade da Maia
n Universidadedo Porto, Porto
>

Novo Paradigma de
ldentidade Digital
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Celebrate
the work of Large Scale

Pilot DC4EU.
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European Union Large Scale Pilot (LSP)
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European Union Large Scale Pilot (LSP)

@ &=
) o %5

DC4EU

Digital Credentialsfor Europe (DCIEU) foi um consorciomultinacional, liderado pelo Ministério dos
AssuntosEconomico® Transformacadigitalde Espanha compostopor maisde 100 organizacdesde
25 paiseq EstadodMembrosda UE+ Noruegae Ucrania)

O objetivo foi o de desenvolveum LargeScalePilot da EUDIreferencewallet, abrangendodois casos
de utilizacdoem conformidadecomo processceEUtoolbox

O trabalho do consorciofoi realizadodurante um periodo de dois anos e foi orientado pelasversoes
iterativas da EUDFeferencewallet

=
[e] Budgettotal=m p P H M ¢ Pgisthiduidos pelacComissao Europeia sob a forma de dois pagame

a L) EU Digital Identity e Co-funded by
E& DC 4 EU w Wallet ".,." the European Union
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Objetivos

1.
Y -
Elte

5 DC4EU

A interoperabilidade e a escalabilidadeforam testadas a nivel nacional e em mdultiplos contextos
transfronteiricos com o objetivo de fornecer feedbacka ComissadcEuropeiae aos EstadosMembros

paraatualizacOegsterativas

Demonstrar como uma abordagem descentralizad@oiada nonodelo de Credenciais Verificaveis e no
potencial das ledgers (EBStpnstitui umasolucéo exequivel que cumpre os requisitos do elIDAS2

Também paraeforcar a privacidade dos cidadaesainteroperabilidade dos dadosa troca de
informacgdes pessoais hos dominiosetucacace daseguranca sociaem contexto transfronteirico

Opensource architecture and

m Final report
ecosystem Business Blueprint LSPs Onboarding analysis
2023 K I P I g analy 2025
° a1 Q2 a3 a4 Qs Qs a7 a8
GA Signature Governance model Attestation guidelines 1st stage LSPs launch Roll-out all user journeys
[

EU Digital Identity RN Co-funded b
wallet ik th(:r E:roepear!: Union
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Cconsorcio

Consorcidvultinacional

A >100 organizacbesie 25 paises
(EstadosMembros da UE + Noruega e
Ucrania)

A LiderancaSecretaria General de
Administracion Digita]SGAD)

Con tecnologia de Bin

Q ° EU Digital Identity e Co-funded by
[ﬁ DC 4 EU w Wa“et *...* | the European Union

. GeoNames, Microsoft, Open Places, OpenStreetMap, TomTc _ -
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Workpackages

WP3Collaborationand
Alignment

WP1 Project Management
and Coordination

WP2Analysisand Design

WP40nboardingBase
|dentity
WP7Integrationsand WPS8Ecosystenbuilding & WP9Communicationsand
Development policy support Dissemination

LSP Supporpnboarding& development _ LargeScalePilots @ PortugueseHEls

g DCUEU < Wallet | 7 |oe s union
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Ambito LSP

Educacao @ Seguranca Social @

V Educational credentials to support V PDA1 (Portable documents A1)
lifelong learning

V EHIC (European Health Insurance
V Non-foundational IDs Card)

V Professional qualifications

Ligacacentre a Educacao e a Seguranca Social:

{ U dzR Snppaar@idgiourneywill linkto 9 | L dni§darding

Q . EU Digital identity .+*+, | Co-funded by
[ﬁ D C 4 EU w wallet *...* | the European Union
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Caso de uso da Educacao
The learner —
Request the credential I/;:'—::;.{\\h Share the credential
o ( e o
QY
lssue the credential — Accept the credential (if verified)
o EUDIW o
. Active agent o
The issuer (no delegated The verifier
' authentication) Z
,/ Y \:\\
i [oviei] I
| === |
BB

,-";::_'::."":_\
_/ = \
.-’.f/ i \\‘*?‘,
|| Ce=——== ||
\ [BI[[I8] // \ )
\_/ Verifiable Data Registries & Added value service ““\\%:___:://

New/added paradigm

EU Digital Identity Co-funded by

EE D C 4 EU W Wallet ':‘} the European Union




Outros LSP

Primeira vaga

EU Digital Wallet
Consortium

The EU Digital Wallet Consortium (EWC) is a joint effort to
successfully leverage the benefits of the proposed EU digital
identity in the form of Digital Travel Credentials across the
Member States The EWC intends to build on the reference
wallet application to enable a use case focused on Digital
Travel Credentials.

Co-funded by
the European Union

B DCLEU <2 Waliet

Potentral

For European Digital ldentity

Pilots for European
Digital Identity Wallet

POTENTIAL aims to foster innovation, collaboration and growth
in six digital identity sectors — governmental services, banking,
telecommunications, mobile driving licenses, electronic
signatures, and health.

NOBID

CONSORTIUM

NOBID Consortium

NOBID is a set of Nordic and Baltic countries who,
together with Italy and Germany, will pilot the use
of the EU Digital Identity Wallet for the
authorisation of payments for products and
services by the wallet user.

First wave
of Large Scale Pilots
concludes.

Jjornadas

FCCN
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We were hard at
work piloting the
EUDI Wallet.

2. Universidade o %’
o

do Porto

DCA4EU Piloting Agent | WP5 (& WP9)
g DC4EU g Wailet B

servigos Fundagio z r ] s
digitais fc para a Cidnela P()R () mmmmmmmmmmmmmm
fet — @ 3 Tecnolegia = H UNIVERSIDADE DO PORTO
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Modelo de Acreditacao

APublicacdo DR: Legaliza a criacdo de uma universidade publica
AReconhecimento para emitir certiddes de grau e cursos (DGES)
AAcreditacdo para o Ensino Superior (A3ES)

AReconhecimento e acreditacdo europeia (EQAR)

AParticipacdo em projeto ERASMUS+

AQualidade de operacdes e cursos (IQAS)
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Level 1
Central Government Ministry of Science, EQAR
Techneology and Higher L7
Education L »
' —— e .
5
Level 2 " - -
. ’ e EQAR as central
.\ ! 2" N
s g 3 coordinator
“ to ensure created university in national guality assurance
~ . et N -
s universities can be DGES and assigns a record accreditations <
*.  created. number accfeditations at both, ASES
*. approval for Issuers to institutichal and programme level =
“university creation issue Edytation Credentials for uhiversity creation ==
. ‘ - -~
\ . -
Level 3 N ) Lt PR
. g o -
Y ’ - -
S K . P at both,
. -
* ’ s PPt institutional and programme level
’ -
. g . S DEQAR
‘\ ’ - “ - -
. r - -
‘\ r - ” - -
N I’ ” < - -
s , - e
LY 4 P -
Level 4 N p Lt et
T
PT Universities
-7 b
s ‘\
- N
P .
. .
.- an . a
’," academic *.  EducationallD [non-
- achievement ‘\\ foundational ID)
\\
4 TN
Verifiable EducationallD > '( Q\
ST

- TN
) (28

¥ 4
Verifiable Diploma (Bachelor,
Master, PhD, Micro-credential,
Transcript of Records, ete.)

Co-funded by
the European Union

EU Digital Identity

Wallet

G DC4EU B



Modelo de Acreditacao

Level 1

Level 2

Level 3

Level 4

G DC4EU B

Actors/roles identified

J

ornadas

—FCCN

competences to Portuguese
NREN to recognize universities as
MyAcademiclD issuers

GEANT

EC (DG-EAC)

university to be able to issue
European Student Cards (ESC)

'
Y

FCCN (Portuguese NREN) -~

» -
- -
~
I -

q

to ensure S -
universities can use T -
eduGAIN and issue . .-
MyAcademiclD. e e

approval for ~ -

university’ ~ .
MyAcademiclD issuance ~ -

EU Digital Identity

Wallet

a R “\ a European Student
MyAcademiclD 7 AN Card
(non-fﬂunda‘tiopﬂ‘[ A
- = -~
D) - .
ff ‘ b - ~
A SN A N
Verifiable MyAcademiclD > ( Q Verifiable ESC > ( Q
N N

+**. | Co-funded by
LA the European Union
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Cenarios abordados no piloto

AMatricula dos estudantes
AEmissio de diplomas e suplemento de diplomas

AUt i | i z ad odP&l ufilizahdo tEBSI & PKI Classico 0

Identificadores
descentralizados

Emissao e

FuuCl Legitimidade

Verificacéo
e governagao

das
Credenciais

conformidade
com elDAS

Registos na
EBSI

G DC4EU B Waliet | o




estes com a carteira da

onfiguracao

Gerencie suas

credenciais ﬂ

cadigo QR
DOr organizacses

Revogar informagoes

Thuando woeoe nac quiser maks compartilhar
rifermacdad corm urna instituiche, vocd podea
revpga-las

]

a L) EU Digital Identity e Co-funded by
Eﬁ D C 4 EU w wauet *...* | the European Union

)
A

1428 & o £ T B Ee

Bienvenido a

identfy

Registrar

=ar o ldentfy &
tidade digital

Digite seu PIN

Confirme seu PIN

Apeitar termos e condigdes

Ja tem uma conta no ldentfy?

Ciuanda vocd ndo quiser rmas carmpartilhar

|zertis

4B & m T all WD

Identidade Digital

Sua identidade digital, ou DID, & como
diferentes entidades podem reconhecé-lo

£ & FRANEir o veed interage com eias

lar seu DID para diferantes

FUCRSEIEMas @ revkas blockchain

k menos um DID para usar
G5tE oo pode gerenciar saus
DiDs a partir da secio de identidade digital

T AL, & EAT rras de um.

Redes Selecionadas

l:I Alastria ID
Crie seu DIC na rede Alastria

OJ LACChain ID
Cria seu DID na recda LACC hain

'.—l EBSIID
Cria 560 DI na reckas EASI

Pular

Jjornadas
—FCCN



Testes com a carteira da
Obtencao de PID

Linmvarsidade do Poria

PID Generator

\Wialcome: Bruno Pereira (#123550007)

The DCAEL praject's PID ganeratss & desigrand 1o help you ablain your PID

Next steps

What do you want to do?

He uS - LF
E S

The: FD is the ELDIW's harmmonised means of idendity that will allos you o complete ihe onboarding process in the fiekd of educaman andfor

- BCSEN prajee i Do bbby e Eveapan Uiy Digital Burspe Progeemms spier Goant Sgeerment o,

0TRST

G DC4EU B

EU Digital Identity

Wallet

professional qualifications.

+ Obtain your PID

Co-funded by
the European Union

Heervrd

vightl 2225 DCAEL Conuortier AR Righis

PIN de Autenticagao

|zertis

X

Solicitar Credencial

BiEds B que cEes

._- : Credencial obtida
Tipo de Credencial

Jjornadas
—FCCN

TS ol B ¥ e W=
Credenciais anaizsr )

Vocé ainda ndo tem
credenciais

b cradencias fos ciada,

s wocl ainda ndo solicitou nenhuma
eredensial nicie uma solizitacia de
craidrchal peiraadiciond

Para solicitar uma credencal de ums

argarizaglo, Dasla ascansar o codigo QR

Solicitar credencial =




Testes com a carteira da lzertis Jomadas
Obtencao de EducationallD

TMIE . & @ § &% @ 0 T O

your mobile.

Welcome tn the Student Web Portal e
EducationallD

Educationalld W

Mext steps

WL b0 nd Wbl i

Credencial apresentada

MyAcademiciDIssuer

Tedain noa- iialikates Ebecivoed Myalliarce|D

Tongmitataorad B0 Adiesation of Allrbaies
T e el
=50 ‘Fainel de

Professionalld Cradantial

erink

DoctoridCredaential

EnnioperidCradential

L @o oo ] -
®

Apresentar Credencial

Sean the QR Code x

Solicitar Credencial

et - - et P o e

Rede #m que spen

Fechar

Intinia from Mobde Tipo de Credencial

=

e = EU Digital Identlty .+*+, | Co-funded by I
[ﬁ D C 4 EU w wallet *...* | the European Union
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Obtencao de Diplomas

Obtain your Educational Records

R I I 18 Hawmas

al with the help of your mobile.
Welcome to the Student Web Portal

YOU | s UCBbma| raTeid

Next staps VerifiablaHigherEducationDiploma

W 00 e Wl

vierifiableHighe rEducalionEwapeanhicroCredential

OiyiEn i
Ciotain noa- Yk Eleisord —
3 VerifiableVecationalEducationalTrainingE urspeanMicraCradeantial Credenclal apresentada

Tpunciational I Aliesiation ol Aliribies

werifableHigherEdwcationProolCIE nrolment

edencial fod a presentada com

VierifiablaHighe rEducatianDiploma o

VerifigbleHigherEducationDiplomaSupalemant

WarifiableHioheFducation TraoscioitReconds, -

=

Apresentar Credencial

x

Scan the QR Code
e Solicitar Credencial p

et o de apresentacio
sencial
Eridade
i o H- B - ag e heponon s
Bete am qua apies
1%
Tipo de Credencial Peemiti

Q . EU Digital identity .+*+, | Co-funded by
Iﬁ D C l" EU w Wallet *...* | the European Union . = .

R m - _
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Testes com a carteira da lzertis —FCCN
Validacao de Credencials

Validate Educational Rec

Do you want to validate your Educatsonal Recornds?

Aequest presantation of your credential with the hal yourr mobale.

Splent pratbanibe o vabale

Wel to the Student Web Portal
elcome to VenflablaHigher EducationDiploma

Mext steps / *
WA A0 o a5 et

Carian
bR TER Ao e PR Dy Volidane Elclion VerfiableHigherEducationPraafOIEnralmand
Posimciatiorad 10 Allea s bon of Adlibales

VenfiablaHigharEducationEurapaanMicroCradential

VerfiablaVacatonalEducational TrasingEurcpeanMicroCradential

VenfinblaHigharEducationDiploma »
venfiableHigharEducationDiplomaSupplemant

VendiablsHinharEducation Transcont MR ecom s I

a Credentials Verified
result

The varification result is as follows

Validation of the Verifiable Presentatien Signature w
Validation of the Vienfiable Prasentation W
\aldation of the Venfiable Presentation v
Validation of the Scherma Definitian v

Q . EU Digital identity .+*+, | Co-funded by
[ﬁ D C 4 EU w Wallet *...* | the European Union




Testes com a carteira da

Na pratica

G DC4EU B

EU Digital Identity

Wallet

@& Firefox File Edit View History Bookmarks Tools Window Help

® (=) uSelf Web x uSelf Web

& > O B uself-verifier-gui.lspurv.urv.cat/home D!

Universitat Rovira i Virgili Student Interface %lﬁ‘- us LF

Welcome to the Student Web Portal

Next steps

What do you want to do?

QObtain academic/ Validate Electronic

Obtain non- . .
+ professional + Attestation of

foundational 1D )
achievements Attributes

g-‘. by W"‘li" DCAEU project is Co-funded by the European Union's Digital Europe Programme Copyright ©®2025 DCA4EU Consortium All
Y, allet under Grant Agreement no. 101102611 Rights Reserved

1080 a0 7TOBROCOOmA@»

www.dcdeu.eu

Co-funded by
the European Union

|zertis

100% @43

09:413

Credentials

Update

VerifiablePID

Issuer

Wed 9 Jul 06:55

all T .

Request 0

did:ebsi:zs75xsdhieKqtaD9uC8VkeB

Issued: Expiration:
09/07/2025 08/07/2026

A

Jjornadas

FCCN
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Seguranca da infraestrutura local —FCCN

A Mi x 0 saluebes? - IDS e Crowdsec
A Crowdsec ceNTRAL AP

A LOgS IOC&lS Lo sounces ) .- - 'T EP' ) -V.I.m: ALERTS IN THE CONSOLE
Rl e | :
SvsLoe Oftf-‘wf* £ ) -f__":_:._.‘:\ |
= S, (o
5 i . g
1

ACAPI (Lista Global |
A Script IDS - Suricata

I~ "1 CROWDSEC SECURITY ENGINE

Docker " i
A Crontab de 3 em 3 minutos com query = “ﬁn B il R ot i :
a Elastic Search pelo IP - = = o= - N
A Ban por 4 h O r a S ddtﬂwosl P ‘ il EDETEC‘E‘SUNWANTEDBE:;SWORSANDBLOCKSW ~“%ﬁq@% B :
REQY  pp -a! “"-.ﬁ_
REQUESTS '"*-,‘“ %REMEDIAT}ON

' 4 ! WEB SERVERS !@WORDPRESS 3. CLOUDFLARE
~.
/\ Crowd m NGINX ‘ FIREWALL
> https://www.crowdsec.net/

a L) EU Digital Identity e Co-funded by
E& DC 4 EU w Wallet ".,." the European Union



https://www.crowdsec.net/

Seguranca da infraestrutura loca

root@lspup:/home/ubuntu# cscli parsers list

PARSERS
Name

crowdsecurity/dateparse-enrich
crowdsecurity/endlessh-1logs
crowdsecurity/geoip-enrich
crowdsecurity/http-logs
crowdsecurity/nginx-logs
crowdsecurity/nginx-proxy-manager-logs
crowdsecurity/pkexec-logs
crowdsecurity/public-dns-allowlist
crowdsecurity/segfault-logs
crowdsecurity/sshd-logs
crowdsecurity/sshd-success-logs
crowdsecurity/syslog-logs
crowdsecurity/whitelist-my-ip
crowdsecurity/whitelists
thespad/sshesame-logs

® Status

enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled, local
enabled, tainted
enabled

EU Digital Identity

Wallet

G DC4EU B

P Co-funded by
P the European Union

ocowWwoooorHHROoODD O

Version

R RHEEEFWNWUOLWUN

Local Path

/etc/crowdsec/parsers/s02-enrich/dateparse-enrich.yaml
/etc/crowdsec/parsers/s0l-parse/endlessh-logs.yaml
/etc/crowdsec/parsers/s02-enrich/geoip-enrich.yaml
/etc/crowdsec/parsers/s02-enrich/http-logs.yaml
/etc/crowdsec/parsers/s0l-parse/nginx-logs.yaml
/etc/crowdsec/parsers/s0l-parse/nginx-proxy-manager-Llogs.yaml
/etc/crowdsec/parsers/s0l-parse/pkexec-logs.yaml
/etc/crowdsec/parsers/s02-enrich/public-dns-allowlist.yaml
/etc/crowdsec/parsers/s0l-parse/segfault-logs.yaml
/etc/crowdsec/parsers/s0l-parse/sshd-logs.yaml
/etc/crowdsec/parsers/s0l-parse/sshd-success-logs.yaml
/etc/crowdsec/parsers/s00-raw/syslog-logs.yaml
/etc/crowdsec/parsers/s02-whitelists/whitelist-my-ip.yaml
/etc/crowdsec/parsers/s02-enrich/whitelists.yaml
/etc/crowdsec/parsers/s0l-parse/sshesame-logs.yaml

root@lspup: /home/ubuntu# cscli collections 1list
COLLECTIONS

Name @ Status Version
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled

crowdsecurity/base-http-scenarios
crowdsecurity/endlessh
crowdsecurity/http-cve
crowdsecurity/http-dos
crowdsecurity/linux
crowdsecurity/Llinux-1pe
crowdsecurity/nginx
crowdsecurity/sshd
crowdsecurity/sshd-impossible-travel
crowdsecurity/whitelist-good-actors
thespad/sshesame

1.2
0.1
2.9
0.2
0.3
0.2
0.2
0.7
0.1
0.2
0.1

Jjornadas
FCCN

Local Path

/etc/crowdsec/collections/base-http-scenarios.yaml
/etc/crowdsec/collections/endlessh.yaml
/etc/crowdsec/collections/http-cve.yaml
/etc/crowdsec/collections/http-dos.yaml
/etc/crowdsec/collections/linux.yaml
/etc/crowdsec/collections/linux-1pe.yaml
/etc/crowdsec/collections/nginx.yaml
/etc/crowdsec/collections/sshd.yaml
/etc/crowdsec/collections/sshd-impossible-travel.yaml
fetc/crowdsec/collections/whitelist-good-actors.yaml
/etc/crowdsec/collections/sshesame.yaml




Seguranca da infraestrutura local

B DC4EU B

EU Digital Identity

Wallet

t@lspup: fhome/ubunt

SCENARIOS

3-4¢

55-cache
lid-http-ver
random-uri
ing-ua

eded

Co-funded by
the European Union

/ enabled
/ enabled
/ enabled
/ enabled
/ enabled
/ enabled
/ enabled
/ enabled
/ enabled
 enabled
/ enabled
/ enabled
/ enabled
/ enabled
 enabled
/ enabled
/ enabled
/ enabled
/ enabled
/ enabled
/ enabled
/ enabled
/ enabled
/ enabled
/ enabled
 enabled
/ enabled
/ enabled
/ enabled
/ enabled
 enabled
/ enabled
/ enabled
/ enabled
/ enabled
/ enabled
/ enabled
/ enabled
/ enabled
/ enabled
/ enabled
 enabled
/ enabled
/ enabled
/ enabled
/ enabled
 enabled
/ enabled
/ enabled
/ enabled
/ enabled

(N T T R ST - N

L A T - L]

o

R N )

[N Y]

o L L

=1

[r=JF =Y

L L s L

/fortinet-cve
fgrafan
fhttp-admin-inte

/L-non
e-Z2u21-
a-2

en-pr
vath-trave
i raml

819-11510. yaml
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N0 acCtlve declslons

root@lspup: /home/ubuntu# cscli alerts list

value

Ip:187.226.
308782 | Ip:187.226.
308781 | Ip:187.226.
3B8780 Ip:125.179.
388779 Ip:187.226.
388778 Ip:125.179.
308777 | Ip:35.233.1603.
308776 | Ip:187.226.36.
388775 Ip:125.179.39.
388774 Ip:35.233.183.

Ip:2081.132.
388772 Ip:187.226.36.78
368771 | Ip:125.179.39.849
388770 Ip:45.61.129.23
3887609 Ip:35.233.103.83
3887608 Ip:2081.132.11.46

3eare7 | Ip:187.226.36.78

reasaon

Suricata alert - NJA - NJA -
M550L port 1433

Suricata alert - N/JA - NJA -
MS50L port 1433

Suricata alert - N/A - NJA -
M550L port 1433

Suricata alert - N/A - N/A -
Intelligence Poor Reputation
Suricata alert - N/A - N/A -
M550L port 1433

Suricata alert - NJA - NJA -
Intelligence Poor Reputation
Suricata alert - N/A - N/A -
5800-5820

Suricata alert - N/A - NJA -
MSSOL port 1433

Suricata alert - N/A - N/JA -
Intelligence Poor Reputation
Suricata alert - N/A - N/A -
5800-5820

Suricata alert - N/A - N/A -
M550L port 1433

Suricata alert - NJA - NJA -
M550L port 1433

Suricata alert - N/JA - N/A -
Intelligence Poor Reputation
Suricata alert - N/A - N/A -
MSSOL port 1433

Suricata alert - N/A - N/A
5800-5820

Suricata alert - N/A - N/A
M550L port 1433

Suricata alert - N/A - N/A
M550L port 1433

ET
ET
ET
ET
IP
ET
ET
IP
ET

ET

SCAN Suspicious inbound
SCAN Suspicious inbound
SCAN Suspicious inbound
CINS Active Threat
group 173

SCAN Suspicious inbound
CINS Active Threat
group 173

SCAN Potential WNC Scan
SCAN Suspicious inbound
CINS Active Threat
group 173

SCAN Potential WNC Scan
SCAN Suspicious inbound
SCAN Suspicious inbound
CINS Active Threat
group 173

SCAN Suspicious inbound
SCAN Potential WNC Scan

SCAN Suspicious inbound

SCAN Suspicious inbound

Seguranca da infraestrutura local

decisions
ban:
ban:
ban:
ban:
ban:
ban:
ban:
ban:
ban:
ban:
ban:
ban:
ban:
ban:
ban:
ban:

ban:

2026-05-01

2026-05-01

2026-05-01

2026-05-01

2026-05-01

2026-05-01

2026-05-01

2026-05-01

2026-05-01

2026-05-01

2026-05-01

2026-05-01

2026-05-01

2026-05-01

2026-05-01

2026-05-01

2026-05-01
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Seguranca da infraestrutura local —FCCN

Bouncer Metrics (crowdsec-firewall-bouncer) since 2026-04-24 20:32:59 +0008 UTC

origin e Toe T | bytes Thackets | bytbe <] packets Dashboard
e ey AT 9.98k | 14.38k A Epossivelativar Web-Dashboard (localou cloud)

Total 9.90k | 14.

Local API Decisions 8 Crowdsec / Crowdsec Details per Machine 71 =5

w B
o X core osekas~ | srmmacsoon |t | same | pavigrathies
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generi CAPL | ban | 4 T AL, e
http:bruteforce CAPI ban 2 g : — . : - e — ‘ ”
CAPT ban ' B B ' N N ' B ) ' ' '
CAPI ban 22 Thes
et pr——

CAPI ban ] o
ssh:bruteforce CAPI ban A4 L -
http wl CAPT ban 44 T CS - Main Dashboard @ 5 B e
ssh:exploi CAPI ban 2] Aevuton :
vm-management:exploit | CAPI ban =

zmnw  zwoe znm 223000 P ] 200100 12270100 mnm 12729 010 127200100 ]
Parsing time Parsed lines

60 159 1 1

Active Decisions Alerts Machines Bouncers

1 e *

2 . 92.188.189.26 87
® 3 192.99.79.168
® 794 Other
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We were hard at
work piloting the
EUDI Wallet.

3. Universidade o %’
G

L usofona

DCA4EU Piloting Agent | WP5
g DC4EU g Wailet B

servigos Fundagio z r ] s
digitais fc para a Cidnela P()R () mmmmmmmmmmmmmm
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DC4EU + Lusofona

5 DC4EU

wl a8 DCA4EU Wallet il &T DCAEU Wallet

Credenciais Credenciais

IDENTITY CARD

il Diploma

Titke
HBE Master Architectuur

S

m O @ <« © =

Credenciais  Ad

o@ 7

Credenciais

dcdeuwwwallet.org dedeuwwwallet.org

EU Digital Identity

. | Co-funded by
Wallet ".,." the European Union

il &8 DCAEU Wallet

Credenciais

il Micro-Credential

Mame: Microcredenial Argumentersn over Onzinnige Zaken

ECTS: 45
Program: 20121354
Essuer: Universiteil van Harderwijk -

Valid from: 2024-08-30T00:00:002
Valid until: 2025-08-30T00:00:002
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Casa da Moeda + LusoOfona + PTFCEN
Gataca

A Desconto de 10% nos menus de refeicdo na Cantina
Luso6fona, Sem Corantes e Xiribitata (1x por dia)*

A Desconto no Cinema Fernando Lopes

A Desconto no Hospital Veterinario

A Acesso ao Portal Piloto para Alunos

A Acesso a reservas de salas no Espaco Kuadro

a L) EU Digital Identity e Co-funded by
E& DC 4 EU w Wallet ".,." the European Union
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Casa da Moeda + Luso6fona

b A 0N A i
NEM 5.0 &Gataca O que se pode fazer com a Carteira

INCM na Universidade Lus6fona?

A chave da sua vida digital

‘0 Desconto no Reserva salas

» Descontona
* g)
cinema - de estudo

canting

Participe
oo Acesso portal .00, Desconto no no sorteio
== do estudante ~5  veterindrio ]

Mas nao se limita & vida no Campus!

Com © novo regulomento elDAS, nos proximos
meses na Europa, setores como educagdo,
transportes, energiq, banca, saude, entre outros,
terGo de aceitar as carteiras digitais como
método de autenticagdo.

Estas carteiras permitirdo gerir credenciais
como diplomas, cortdes de salde ou
credenciais profissionais, tornando-se parte do
quetidiano devido & sua seguranga, privacidade
e facilidade de utllizu:;c'm

Carteira
INCM

aber mais sobre a tecnologia?

gataco.io hello@gotacaio

B DCLEU <2 Waliet

Co-funded by
the European Union

Pontos POSITIVOS |

- Transformacao de dados
académicosi ERP

- Testes sobre modos de
Integracao dos processos
emissao e verificagao com
base em VCEs + Carteira

- Pilotar o uso de uma
|0gica de carteira para
acesso a servicos no
campus
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Casa da Moeda + Luso6fona

b A 0N A i
NEM 5.0 &Gataca O que se pode fazer com a Carteira

INCM na Universidade Lus6fona?

A chave da sua vida digital

‘0 Desconto no Reserva salas

» Descontona
* g)
cinema - de estudo

canting

ags Porticipe
no sorteio

—

0~0

o0 Acesso portal oo, Desconto no
= do estudante ~3  weterindrio

Mas nao se limita & vida no Campus!

Com © novo regulomento elDAS, nos proximos
meses na Europa, setores como educagdo,
transportes, energiq, banca, saude, entre outros,
terGo de aceitar as carteiras digitais como
método de autenticagdo.

Estas carteiras permitirdo gerir credenciais
como diplomas, cortdes de salde ou
credenciais profissionais, tornando-se parte do
quetidiano devido & sua seguranga, privacidade
e facilidade de utllizu:;c'm

Carteira
INCM

aber mais sobre a tecnologia?

gataco.io hello@gotacaio

B DCLEU <2 Waliet

Co-funded by
the European Union

Pontos POSITIVOS I

- Diferentes fornecedores
de servicos com légicas de
autenticacao e autorizacao
diferentes

- Como criar um ecosistema
seguro / flexivel para
autenticacéo e
autorizacao?

- Necessidade de um
referencial de governacéao
(confianca) nacional



Modelo de Confianca

Instituto para

o0 Ensino
Superior

5 DC4EU < Waliet

Instituicoes

de Ensino

P Co-funded by
LA the European Union

Superior

Ministério da
Ciéncia,
Tecnologia e
Ensino
Superior

Jjornadas
—FCCN

Agéncia para
a Reforma

Tecnologica
do Estado

(ARTE)

Instituto dos
Registos e do

Notariado
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We were hard at
work piloting the
EUDI Wallet.

4. Universidade Q %’
o

da Mala

DCA4EU Piloting Agent | WP5
g DC4EU g Wailet B

servigos Fundagio z
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Universidade da Mala

ATrabalho equivalente ao da UP e da ULuséfona

ATrabalho complementar:

o Colaboracao no desenvolvimento do front-end da wwWallet
(https://github.com/ww\Wallet)

0 A tecnologia / usabilidade / adesao ainda nao tem o nivel desejado

o V anesmo criar certificados, diplomas e suplementos ao diploma
baseados em VCs gue se arriscam a causar problemas e a serem
amanha inutilizaveis ou necessitarem de atualizacdes complexas? 0

a L) EU Digital Identity e Co-funded by
[ﬁ DG“EU Wallet ".,." the European Union



https://github.com/wwWallet

Jjornadas

Solucao: Analogico + Digital, a partir —FCCN
do Analdgico recuperar o Digital

ACertificados e Suplementos ao Diploma

AUtilizar PDFs, com alguma informacao visivel e muito mais
Informacao no seu interior:

A Aanexos embebidos em formato JSON e YAML:

0 JSON-LD baseado em ELM 3.0 para processamento automatico (e.g. incluir as fichas programaticas de todas as
unidades curriculares do curso)

o YAML para ser mais legivel por seres humanos
o JSON encriptado para VCs

A QR Code
A Assinado com assinatura digital qualificada

A Solucio baseada em ficheiros estaticos (PDFs em URLs imutaveis) e num
esquema simples de substituicdo dos documentos (revogacao, atualizacao)

a ° EU Digital Identity A, Co-funded by
[ﬁ DG 4 EU W Wauet ".,." the European Union
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Stack tecnoldgico

AFramework DJANGO + Python + PostgreSQL

A Gestdo dos certificados

Almportacdo de dados do sistema informético e geracdo dos certificados
A N&o utiliza LLMs (utiliza expressées regulares e uma gramatica BNF)

A Parsing de PDFs e parsing de documentos Word:
o Permitiu evitar um esforco de integracdo com o sistema informatico da Universidade da Maia
o0 Mas é muito sensivel a pequenas alteracdes de formato

AFuncionalidades d eimgressdo em séried  p motifiaar os estudantes da
localizacao do certificado

a L) EU Digital Identity e Co-funded by
[ﬁ DG 4 EU w Wallet ".,." the European Union
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Suplemento ao Diploma

4193 Computacao na Nuvem 2021/22 17 5 Aprovado
4195 Projeto/Estagio de Informatica 2021/22 18 10 Aprovado
4198 Gestao da Segurancga da Informacao 2021/22 16 5 Aprovado
4203 Integragao de Sistemas 2021/22 16 5 Aprovado

7. AUTENTICACAO DO SUPLEMENTO
7.1 Data 2022/10/13

7.2 Assinatura

Professor Doutor Domingos Oliveira Silva Professor Doutor José Ferreira Gomes

7.3 Cargo: Presidente da Maiéutica C.R.L. / Reitor do Universidade da Maia
7.4 Selo branco ou carimbo

NOTA IMPORTANTE: este PDF possui no seu interior diversos anexos proprios para
processamento automatico do contelido deste documento, incluindo os programas
detalhados das unidades curriculares em formato JSON e YAML. Inclui-se também suporte
experimental para VCs - Verifiable Credentials criadas no ambito do projeto DC4EU - Digital
Credentials for Europe (https://dcdeu.eu)

O QR Code permite recuperar a versao digital deste documento a partir da sua versao
impressa e pode dar acesso a correcoes ou versoes atualizadas das VCs.

Certificado: fel1-7a7d-c3f0-4905-aae5-3971-b9e0-5

vl H &-l.l-?" L]

a L) EU Digital Identity e Co-funded by
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Suplemento ao Diploma (JSON 1)

"EN": "University"
},
"official_recognition": {

"PT": "reconhecida oficialmente pelo Decreto-Lei n? 61/2021 de 21 de julho.",
"EN": "officially recognised by Decree-Law no. 61/2021 of 21st July."

}
iy
"grading_scheme": {
"PT": "Para a correspondéncia com a escala europeia de comparabilidade de classificac
"EN": "Students must pass all course units of the course programme. \nThe minimum pas
¥
"grade_interval™: "[1@-11]: E, [12-12]: D, [13-14]: C, [15-15]: B, [16-20]: A",
"grade": {

"PT": "17 (Dezassete) - A",

"EN": "17 (Seventeen) - A"

¥
"detailed_grades": [
{
"code": "1C4109",
"name": {
"PT": "Fundamentos dos Sistemas de Informacao",
"EN": "Fundamentals of Information Systems"
}

’
"academic_year": "2019/20",
ngade": "13H’

Hectsﬂ: H5",
"result": {
"PT": "Aprovado",
"EN": "PaSS"

1
a L) EU Digital Identity e Co-funded by
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Suplemento ao Diploma (JSON 2)

"othe?_teachers": e,

"name": {
"EN": "Discrete Mathematics",
"PT": "Matematica Discreta"

}

’

earning_outcomes": {

"EN": "In general, the student is expected to develop and consolidate:\n- a
abilities related to logical-mathematical reasoning;\n- a deductive and inductive
related techniques;\n- the ability to apply this knowledge to specific problems ir
operate with arrays;\n- define, calculate and use the properties of determinants;'
\n- interpreting and solving problems by applying graph theory.",

"PT": "De um modo geral, pretende-se que o estudante desenvolva e consolide:
habilidades relativas ao raciocinio légico-matemdtico;\n- uma formacao dedutiva e
técnicas diretamente relacionadas;\n- a capacidade de aplicar estes conhecimentos
proposicional e de predicados;\n— operar com matrizes;\n- definir, calcular e usal
aplicar principios da teoria dos nUmeros;\n- realizar provas indutivas;\n- interpi

’
"syllabus": {

"EN": "1. Propositional Logic\nGetting Started\nNotation for propositional -
linear\nMatrices\nMatrix operations\nInverse matrix\nLinear dependency\nDeterminar
Numbers\nIntroduction\nDivisibility\nPrime numbers and compound numbers\n4. Princ:
Concepts about graph theory\nIntroduction and formalization of concepts\nIsomorph:

"PT": "1. Légica proposicional\nConceitos iniciais\nNotacdo para a légica pi
predicados\n2.Algebra linear\nMatrizes\nOperacdes com matrizes\nMatriz inversa\nDe
calculo algébrico\n3. Teoria dos Numeros\nIntroducdo\nDivisibilidade\nNimeros Prir
p\n5. Conceitos sobre teoria dos grafos\nIntroducao e formalizacao de conceitos\n:

}

’
eaching_and_assessment": {
"EN": "The classes will have a theoretical-practical character, being divide¢

a L) EU Digital Identity e Co-funded by
E& DC 4 EU w Wallet ".,." the European Union
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09:47

5. PiIstas e
caminhos a sequir

2026++

cure your wallet with a PIN code and

nnect to your National System.

Activate your Wallet

5 DC4EU  FB Waliet

[APORT

servigos Fundagio z r ] s
digitais fc para a Ciﬂne_ia P()R () FACULDADE DE ECONOMIA
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Novos LSP —FCCN
Segunda vaga

A Dois novos consorcios cofinanciados pela UE comecaram em 2025. Retinem Estados-Membros,
autoridades publicas, PME, grandes empresas europeias e lideres globais no ecossistema da
iIdentidade digital

A Estes consorcios procuram incentivar a colaboracdo entre os setores publico e privado, a0 mesmo
tempo que desenvolvem as normas e a documentacao técnica necessarias para tornar o
ecossistema EUDI seguro e interoperavel

aptr WE BUILD
CONSORTIUM

APTITUDE WE BUILD Consortium

APTITUDE will test EUDI Wallets across a wide range of use WE BUILD Consortium is focusing on business and payment
cases, including travel and mobile vehicle registration use cases that streamline processes for business to business
certificates. They will demonstrate the interoperability, (B2B), business to government (B2G) and business to
usability, and scalability of EUDI Wallets while actively consumer (B2C) interactions.

promoting the benefits of the ecosystem.

a L) EU Digital Identity e Co-funded by
E& DC 4 EU w Wallet ".,." the European Union




European Digital

EUDIW

Free use for all EU citizens

Provided by Member States, all EU
citizens may use it for free on a voluntary
basis

a L) EU Digital Identity e Co-funded by
IE D C 4 EU w Wallet *...* | the European Union
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ldentity Wallet —FCCN

Accepted throughout the
Union

Recognised by private and public service
providers (relying parties) for all
transactions that require strong

authentication

Secure and privacy oriented

Citizens can control and protect their
identity, personal data and digital assets
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Funcionalidades da EUDIW

G DC4EU B

Your digital
dﬂ'CUI‘T‘IEI‘ItS Present a digital document

& Person kentification Data

be Digital ID

0 Events

Food of future
conference pass

|dentification & Store & present attestations Sign & seal electronically
authentication of attributes

EU Digital Identity RN Co-funded by

Wallet ".,." the European Union
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Casos de uso nos diferentes setores

ACCESS GOV
SERVICES

Access digital public services

(nationally and across

borders) by using your wallet

to securely identify and
authenticate yourself.

ORGANISATION ID

Use your wallet to prove
who you work for when
meeting new and potential
clients.

MOBILE DRIVING
LICENCES

Request a digital version of

your driving license. Then
always have it ready to
share in your wallet.

REGISTER SIM

Registering a new SIM card
just got easier. Your wallet
lets you quickly identify
yourself.

EU Digital Identity

Wallet

Co-funded by
the European Union

EDUCATION

Never lose the university
diploma you worked so
hard for again. Easily
store and share your most
important education
credentials.

OPEN A BANK
ACCOUNT

No need to track down to a
bank branch. Verify your
identity when opening a
new bank account with just
your wallet.

HEALTH

Keep your health close at
hand. Identify yourself at
E- A3 °|J3aJN
claim your needed
prescriptions with just
your wallet.

PAYMENTS

Make your online
transactions easier. Use
your wallet to identify
yourself and authorise
payments.

« Wi

TRAVEL

Store and share key travel
documents in your wallet.
Brove Whe Jou are when
booking a hotel online,
and then easily checkin
once you get there.

AGE VERIFICATION

Your wallet can provide
proof of age when
requested, without
disclosing any
information about your
identity.

Jjornadas

ACCESS SOCIAL
SECURITY

Keep tabs on your social
security information and
use your wallet to access
the social security benefits
you are entitled to.

CONTRACTS

Your wallet makes
business flow. Sign
contracts with just your
wallet.

FCCN



Jjornadas
—FCCN

Metas 2026++

Cada EstadeMembro devera disponibilizar pelo menos
uma EUDIWallet

A Para assegurar que todos os cidadios da

Uniao tenham acesso transfronteirico
seguro, fiavel e continuo a servicos
publicos e privados, mantendo

simultaneamente o controlo total sobre

0s seus dadoscada EstadoMembro
devera disponibilizar pelo menos uma
Carteira Europeia de Identidade Digital

no prazo de 24 meses a contar da data de
entrada em vigor dos implementing acts

A Isto significa que os EstadosMembros
tém a obrigacdo deemitir uma EUDI
Wallet até ao final de 2026 y

a ° EU Digital Identity A, Co-funded by
[ﬁ DC 4 EU w Wauet ".,." the European Union
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Metas 2026++

As carteiras digitais devem sercertificadas no que diz respeito a

Certificacao cibersegurancae as funcionalidades. Esta a ser desenvolvido pela
Esquemade Certificacao dedicado em —  ENISA um esquema de certificacdo decibersegurancaespecifico para
desenvolvimento pela ENISA as carteiras. Entretanto, as carteiras devem ser certificadas de acordo

com 0s regimes nacionais de certificacao.

AARF 3.0deveriater sido concluida até ao final de 2025 (vers&o atual: 2.8.0)
ASprint até ao final de 2026 P paratodos os EstadosMembrosb $ X3 © Z
AAdocio - Casos deuso

AEuropean Business Wallet

ADimens&o internacional

AEU Digital Public Infrastructure

a L) EU Digital Identity e Co-funded by
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EU age verification app

AParte do ecossistema da EUDI Commission urges fast rollout of age
Wallet verification app

EEEEEEEEEEE

AA Comisséo Europeia esta a instar
0s paises da UE a acelerarem a
Implementacao da aplicacao
europeia de verificacao de idade
com o objetivo de a disponibilizar
aos cidadaos ate ao final de 2026

AOs Estados-membros podem lanca-
la como uma aplicacdo autbnoma
ou integra-la nas EUDI Wallets

a L) EU Digital Identity e Co-funded by
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EU age verification app

Vulnerabilidade

AA 15 de abril de 2026 , a Comisséo
Europeia publicou o codigo-fonte da
EU age verification app (uma
Implementacao de referéncia)

ANo mesmo dia, o investigador de
seguranca Paul Moore contornou os
controlos de PIN e biometria em
menos de dois minutos , ao editar um
ficheiro de configuracao em texto
simples

AA Comisséo publicou este codigo
apenas alguns meses antes dos
prazos de w_udos_Ba_ra gue os Estados-
membros disponibilizem as suas EUDI
Wallets

Jjornadas
—FCCN

gataca.io (May, 2026)



