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HARICA - Agenda RCME

« O que e o ACME

Criar conta ACME

Reciclar instalacdo ACME

Nova instalacao ACME

Consideracoes gerais
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O que é o ACME ACME

« Automated Certificate Management Environment

* Protocolo de comunicacao
* Entre Cliente (nosso servidor) e CA (HARICA)
e Seguro

* Permite:
« Automatizar processo de obtencao (e renovacao) de certificados SSL
« Sem intervencao manual
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O que é o ACME ACME
 Automatico!! (emissdo, revocacio, renovacao, etc.)
 Mantem certificados atualizados
* Reduz hipoteses de erro humano

 Melhor seguranca

* Transversal as varias CAs (vs. API)
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Certbot — O que é? W:ertb ot o

« Ferramenta gratis e open-source

 Cliente ACME

« Comunica com a CA (HARICA)
* Protocolo ACME

* Instalado + configurado:
» Obtencao e renovacao automatica de certificados SSL

* Clientes alternativos
 Win-acme - https://www.win-acme.com/
 LeGo CertHub - https://www.legocerthub.com/



https://www.win-acme.com/
https://www.win-acme.com/
https://www.win-acme.com/
https://www.legocerthub.com/
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Criar conta ACME RCME

« Contas criadas por Admins

e Definir realms

* Obter credenciais

Recomendacoes
* O mais limitado possivel
* Exemplo: Uma conta por servico



Criar conta ACME - 1

 Aceder ao site da HARICA

 Escolher:

1. Enterprise
2. Admin

« Separador ACME

« Carregar em “Create”

&oEnterprise &8 Enterprise Manager

Enterprises

ACME

Users

I\
/A ACME

-, ¢ @
Certificates Bulk Certificates
Organization Created By

ACME

Created At
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Status

iéncia e a Tecnologia P Pedro Simdes v



Criar conta ACME - 2

I\
/A ACME

1 . ESCOIher Organizagéo Create ACME EAB Account

2. Definir certificado (OV/DV)
3. Atribuir nome da conta
4. Aceitar as regras

5. Carregar “Create”

1

@ Choose Organization /

Fundagéo para a Ciéncia e a Tecnalogia |.P

Country:  PT

State: Lishoa
Locality:  Lishoa
Name:  Fundaggio para a Ciéncia e 2 Tecnologia LP
Dormains: pubin.pt i
perma.pt
gigapix.pt
ticsociedade.pt

Please note: You can define specific rules for each domain that will
be included in this ACME EAB account later.

|, PedroSimbes , declare that | read and agrea with, by submitting this request, the Terms of Use and the Certification Practices of
HARICA. | alzo agree that HARI CA shall procass, use and store tha data from this request in accordance with the Data Privacy

/ Statement.

2

/1
3

@ Choose Certificate Type

SSLOV

@ Add Friendly Name

Acustom label to help you identify this account
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Testes eduroam




Criar conta ACME -3

 Conta criada!

 Obter dados em “Details”

 Dados a fornecer
* Key ID
« HMACK Key
« Server URL

Details  Certificates

Organization
Created At
Created By
KeyID

HMAC Key
Server URL
Certificate Type

Status

Notes
Tags

Actions

Jjornadas
—FCCN

I\
/A ACME

Domains

Fundacdo parz a Ciéncia e a Tecnologia |.P
Monday, Novembar 3, 2025

psimoes@fcen.pt

https:facme-v0Z harica.gr/acme, 794280 38-3c72-44% -bd34-3cd431h 70929 directory

S5L OV



Criar conta ACME -4

 Aceder a “Domains”

 Escolher a conta criada

* “+” em dominios pretendidos
« Escolher 1 ou varios

Details  Certificates

Available Domains

Domain
—

pubin.pt

perma. pt

iaapix pt

ticsociedade pt

eduraam pt F

ciencigid.pt

arideamputing pt

fatpt

saedespt

linguatzca.pt

ciencia-id.pt

I\
/A ACME

Domains

Validity

03/06/2026

0870172023

0840112023

08/0L/2025

10/02/2026

0840112023

08/0L/2005

170022026

09/08/2026

0870172025

140712026
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Active Rules (Explictt dznial takes nrecedence over alowance )

Domain Allowed Rule applies to Subdomains

£ Inactive Rules

Domain Allowed Rule applies to Subdomains



Criar conta ACME -5

 Para cada dominio:
e Definir sub-dominios
* “Deny” ou “Allow”
e Autorizar sub-dominios

e Terminar com “Add”

* Podem depois reverter

I\
/A ACME

a» o &
Add New Rule
1
Domain; /
eduroam.pt
Access Rule; A/ 2
Deny @D Allow

Applies also to subdomains? <43
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Reciclar ACME RCME

Processo
 Usar o novo ANSIBLE

« Configurar com novos dados

e Forcar a nova conta ACME
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Reciclar ACME RCME

Observacoes

* Obter dados da nova conta
o /etc/letsencrypt/accounts/

e Alterar conta ACME

o /etc/letsencrypt/renewal/

* Erro de chave?
o option_encryption_algorithm='rsa’
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//\\\
Nova instalagcao ACME /S RCME

 Garantir conta ACME HARICA

 Usar o novo ANSIBLE H@
@ .

« Configurar com novos dados

* Validar certificado (servidor)
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Nova instalacao ACME RCME

* Prée-requisitos:
« Conta ACME ja criada
 Funcionalidades:

* |[nstala certbot

» Faz pedido de certificado(s)
 Transfere certificado(s)

» Confirma se certificados estao validos (periodicamente)
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HARICA /A ACME

Consideracoes gerais
Link do pacote Ansible .
https://github.com/fccn/asr-certbot

Recomendacoes
* O mais compartimentado possivel

« Exemplo: Conta por servico (Apache,
FTP, Mail)



https://github.com/fccn/asr-certbot
https://github.com/fccn/asr-certbot
https://github.com/fccn/asr-certbot
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Obrigado!

jornadas.fccn.pt ‘ fcen.pt

------- . @PorTe]  BPONIO.
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